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Introduction

 MD5 was designed in 1992 as an
improvement of MD4.

e In this lecture we present a new powerful
attack on MD5 which allows us to find
collisions efficiently.

» We used this attack to find collision of MD5
In about 15 minutes up to an hour
computation time.



Introduction

e The attack is a differential attack, which
unlike most differential attack, does not use
the exclusive-or as a measure of difference,
but instead uses also modular integer
subtraction as the measure.

» An application of this attack to MD4 can find
collision in less than a fraction of a second.

» This attack is also applicable to other hash
functions, such as RIPEMD and HAVAL.



Description of MD5

» Take messages of size up to 254 and outputs
128 bit.

« A message Is padded so the length is a
multiple of 512.

» Each 512 bit block is compressed individually
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* IV is 4 word each 32-bit a,b,c,d . The output of
each fis a,b,c,d for next level.




Description of MD5

o Leth,_, =(ay, by, cy,d,)

 Let M, message block be M, =(wg,w;,..., Wys)
* Fori=0 to 63

i1 =di

di+1=C

Cis1=D;

b;.1=bi*(a;.Fi(b;,C;, di) Fwy iy ki) <<<s,

g

All additions are modulo 232



Description of MD5

e For each f there are 4 rounds and each round
has 16 steps

 For fixed i, 4 consecutive steps will yield
ai.4 =b; +((a; +F; (b;,c;,d)twy ;) tki)<<<s))
ding=at((di+Fiiy (@,0;,Ci) Wy 1) K4 )<<<Sj;)
Cirg=di+((CiHFisp (d,a,0)F W40t ) <<<S,5)
b, 4=CiH((b+F i3 (Ci,di @)Wy 4y HKi3)<<<Sis3)




Description of MD5

» Each round, a different message word is used,
a different round constant is used, and a
different function and rotations, this provides
non-linearity.

Fi(X)Y,Z)=(X Y )v(~X"Z) 0<i <15

F.(X,Y,Z2)=(X"Z) v(Y*~2Z) 16 <i <31
FX,Y,Z)=X®Y®Z 32 <j <47
F(X)Y,Z2)=Y & (X v ~2Z) 48 <i <63

Ki Is constant that based on sin



Finding Collisions on MD5

 MD5 has a 128 bit hash so a brute force attack
to find a collision requires at most 27148
applications of MD5 and 2% by the birthday
paradox

e In 1993, B. den Boer and A. Bosselaers found
collision of the same message with two
different sets of initial values.

* In 1996 H. Dobbertin presented collision of two
different block with chosen IV



Finding Collisions on MD5

» Xiaoyun Wang and Hongbo Yu show an attack
that requires 239 + 232 MD5 operations

e This attack takes at most an hour and 5
minutes on a IBM P690 (supercomputer)

» we want to find a pair (M., M:) and (M., M)
such that:

(a, b, e, d) = MD5(aq, by, co, dn, Mqg).
(o', b, . d") = MD5(aq, by, ep, do, M),

MD5(a, b, e, d, M) = MD5(a", b, ¢, d'. ﬂf{ ),



Differential Attack for Hash
Functions

» The attack uses two types of differentials
» XOR differential: AX=X & X'
» Modular differential: AX= X'-X mod 232 (231-231)

 The combination of both kinds of differences
give us more information than each of them
keep by itself.



Differential Attack for Hash

Functions
» For example When X'-X= 2° the xor diffrents
can have many possibilities.

1.0ne-bit difference in bit 7, i.e., 0x00000040. In
this case means thatbit 7in X' is 1 and bit 7 in
Xis 0.

X =0100 0000
X =0000 0000

2.Two-bit difference, in which a different carry is
transferred from bit 7 to bit 8, i.e., 0x000000CO.

X =1000 0000
X =0100 0000



Differential Attack for Hash
Functions

» Xor difference is marked by the list of active bits
with their relative sign ,For example, the difference
-2°[7,8,9,...22,-23] All bits of X from bit 7 to bit 22
are 0, and bit 23 is 1, while all bits of X" from bit 7
to bit 22 are 1, and bit 23 is 0.

e For M=(m,,...,m ;) and M'=(m’,,...m’__,) the full
hash differential is:

AH, ->AH, ->...-> AH__AH
If M and M’ are a collision pair AH=0



Round Differential

 Provided that the hash function as 4 rounds
and each round as 16 step we can represent
each function as:

o [&-—.

o [&-—

A_

->AH,,, :
“>AR g 4 2>DRy 5 AR 5= >AR 4

i+1

e And each round as:

-AR

> A X, > Pues AXqe= AR,

° The probability P of AH, -> AHI+1 IS:

% 16
P EtI_IEﬂ and Fy = I_Iiﬂr
=1 t=1



Round Differential

» Each of these differentials has a probabilistic
relationship with the next.

* |deally, we'd like to be able to set up 2
messages where we can guarantee with
probability 1 that AH=0

» This can be assured by modifying M so the first
round differential will be what you want

» More modifications will improve the probability
for the second, third and fourth round
differentials

» AM, has been picked to improve this as well



Differential Attack on MD5

e Find M=(M;,M, ) and M'=(M’;,M")
« AMy=M’,-My=(0,0,0,0,2°1,0,0,0,0,0,0,2",0,0,2°1,0)
- AM,=M";-M,=(0,0,0,0,2°1,0,0,0,0,0,0,-2'%,0,0,231,0)
o AH1=(231,231+225,231+225,231+225)

* AM, has been picked to improve the probability that the
round differentials will hold(AH,).

« M, differ in the 5%, 12t and 15™" words only
« Same for M, and M’,.

» AM, has been selected not only to ensure both 3-4
round differentials will hold, but also to produce output
difference that can be cancelled with the output
difference AH,



Sufficient

Step
Chaining Variable for Mo
Message Word for Mo

Shift Rotation

Message Word Difference
Chaining Variable Difference

Chaining Variable for M¢’

Conditions

Table &. The Nfferential Characteristica in the First Iteration Ffferential

Step| The cutput wrg | =0 | Ay [The output diference| The cutput in éi-th step for A0S
in i-th stap in i-th step
for ida }’ 4 -
£ 5, )L—.S P Pal Dl
5 « a2 a | /7 | 257 [—2F leen [T, ..., 22, —23]
) o line /12 2 - 9FF 4 2FT edo [—7, 24, 2]
v o r7é 17 -1 — 2% + 2 —? ca[7.8,9.10.11, —12, —24_ —25, —D24,
27, 28, 20, 30,31, 32,1, 2, 3. 4,5, —6]
5 L Ty |22 / |1 —2TF —2T7 A ba 1,16, —17, 18, 19,20, —21_ —24],
(=] g /Il [T/ 1 — 2 4 =257 am [—1, 2,7, 8, —9, —32]
10 A / [==]12 2T 4 =T Ao [— 12 14, 32
11 o / o | 17 2T =T oz |31, 32]
12/ B/ meaa 22| 2T |37 — FF 4 25T ba[f, —9.14. ..., 10, —20,33]
aa/ mrag] T I xSt aa [—25, 26, 33
14 Erd = |12 i g [AZ]
15 fa wera | LT 2T |2 25 4 o= ca 4. —16, 32
Vi /[ Ba s |22 A 2= 23T bg [—30, 32]
T / ) / FFLL L T s [E2]
18 / s / |ms]|9 23T = [22]
149 / cz  / ey | LA 2T 2T 4 257 oo |15, 32
20 bz / o |2 i ENES]
21 ag/ s | /5 P s [32]
27 da R =] e e [32]
Z3 [cs w1z |14 ce
24 b g | 20 25T be
25 / T o | 5 L
25 1 / o g 9 | 2T alr
27 o sz (14 oF
A /6')._-,/ g |11 da,
AE co wapa | LG] 2TF 25T B R |
%5 B rrapa | 23] 2T |25 b [+32]
X7 E1o vy | A =TT o[+ E2]
L din e |[L1] 250 29T o [+3Z]
E . i | LG 23T oy o[+ 2Z]
A5 a1s o | 4 25t iz [+ 32]
L dyo gz 11 23T a2 [32]
T o1z wras | LG T oz [32]
48 b1z iz |23 i b= [32]
40 E1m i | 6 25T a1 s [32]
50 daz sy |10 Pl s [ —32]
51 cis ey | 16| 25T |25 c1a[32]
52 bz s |21 23T b= | —322]
5.5 dis rag s | LD 25T aly s [ —22]
540 c1s e | L5 Fiaki <15 [32]
&0 b= mraas | 21 23t b= [32]
G1 |aao = aie + ao|mwa | 6 [ 25T 25T aal = aaal32]
G2 |dda = dia + da el [10] 2T 25T ddp = ddg| 26, 22
53 | cca — c1e + cn | s |15 ik col — oo [—26, 27, 32]
Gd | bba = bie + ba | e [ 21 25T bl = EBho 246, — 32




Sufficient Conditions

Derive a set of sufficient conditions that guarantee the differential characteristic in Step 8 of
MD?5 (Table 3) to hold:

The differential characteristic in Step 8 of MD5 is:

(Aco, Ads, Aas, Aby) — Abo.

Each chaining variable satisfies one of the following equations.

a; b, ¢, d, respectibely denote the outputs of the (4i-3)-th, (4i-2)-th,(4i-1)-th and 4i-th steps
for compressing M wherere |>=i<=16. a’|b"| ¢’ d"| are defined similarly

by, = by

abh = ao[7T,...,22, —23]

dh = da[— T, 24, 32]

= = o2 [7.8.9,10,11, —12, —24, — 25, —2G,27,258,20,30,31.32,1,2,3,.4,.5, —6]
b, = b2[1,16, —17.,18, 19, 20, —21, —24]



Sufficient Conditions

* According to the operations in the 8-th step, we have

bo = co + ((b1 + Flea, da,ag) + my +t7) <€ 22

dy,a5) + ms +tr) < 22

G_
S
I
A
_I_
i
=

d7 = Flea,do,as) =eo Nda) V (—ea A as)

In the above operations, co occurs twice in the wmght hand side of the equation.

In order to distingnish the two, let -':_g denote the co inside F', and c?g‘rf"- denote
the co outside F.
The derivation is based on the tollowing two facts:
1. Since Aby = 0 and Am+ = 0, we know that Abs = ﬂc:;"'}- + ([ Ay == 22).

2. Fix one or two of the variables in F =so that F' is reduced to a single variable.

By the similar method, we can derive a set of sufficient conditions (see Table 4
and Table 6) which guarantee all the differential characteristics in the collision
differential to hold.



Sufficient Conditions

Table 4

€1 crr=0, 1,12 =0, c120 =0
bir=0, s =e18, big=eip; o =e110, hith = ¢ 11, 2= 1, b113 = €1,13,
by bi,14 = €114, b1,15 = €115, b1,16 = €116, b1.17 = €117, b118 = €1,18,01,19 = 1,10,
biao =1, bis1 = €121, bisa =192, b9z = €123, b1,04 =0, by 32 =1
az) =1, as3=1, a6 =1, a27=0. a2 =0,a20=0, as.10 =0, az,11 =0,
a2 as,12 =0, @s,15 =0, 8214 =0, 0315 =0, @216 =0, a2,17 =0, az18 =0, a2,190 =0,
Iz an :[L o a2 =, iz o —G o o3 — 7 L 24 :D s ag =tk 12 o5 — l an 39 — 1
dai1=1,des=aas, do3=0,dos=0a24,d2s=a2s5,dog=0,do7=1,dasg =0,
do d2.0 = 0, dﬂm—D dgu —1,d212=1,d213 =1, d214 =1, d2,15 =0, dgm—l
doir=1.dags=1,daio=1,dzop =1, daoy = 1~ dsos =1,doszs =1, dans = U.
da.os = @2.25. da26 = 1, d2,27 = @2 27, da,2s = 0, d2 20 = a2 29, da,30 = a2 30,
d2.31 = @231, dz232 =0
cz1=0,c32=0,023=0,24=0,25=0,36=1,67=0,25=0,625=10
c2 oo =011 =0,apn=1cia=1l,aii=1cis=1 e =1,¢c517 =
ezis = 1 63,09 = 1 e300 = 1 €301 =1, exna =1, 0003 = 1 Cone = 10005 =1,
oo =1,c207 =0, 0008 =0, 000 =0,c030=0,c031 =0, ca32 =
bo1=0,b32=0,b23=0.b34=0,ba5=0,bog=0,ba7=1,b25=0,bs9=1,
ba bo1o=0,b311=1,b215=0,b014 =0, b216 =0, bo 17 = -bz.ata:U-bj,ish: ;
baoo =0, b221=1,ba24a =1, boos =1, baog =0, baor =0, boog =0, bagg =0,
bazo =0, ba31 =0, bz 30 =0
dzi=1l azsa=0a@iz=1 aza=1, a35=1 a3e—=1, a37r=0 a33=10. a30=1,
as az10 =1, az11 =1, as,12 =1, a3 13 = bo13; @az1a =1, az,16 =0, az 17 =0, az 158 =0,
az,10 =10, 320 =0,a321 =1, a305 =1, @32 =1, az27r =0, az2s =1, a300 =1,
daizn =1 aaasr =1, daa =71
ds dJ.L:DedH:EZD—d 7=1,d38=0,d30=0,ds13=1,d314=0, ds156 =1,

ds 17 =1, ds18 = 1, d31n—1 dszn—l d.szi—l dsu—ﬂ djdl—l ddd‘?—ﬂ

[




Message Modification

* |t is easy to modify M, such that the
conditions of round 1 in Table 4 hold with
probability 1

» For example We want ¢, ;=0 , ¢, 1,=0, ¢4 5
=0 So we modify m, as follows.

L / L b } (Y { [ L [ L

MY — (e — &) 3> 17) + mg'e,



Message Modification

» By modifying each message word of
message m,, all the conditions in round 1 of
Table 4 hold (first 16 step). The first
iterations differential hold with probability
2-43

» The same modification is applied to
m, ,After modification, the second iterations

differential hold with probability 2-37



Multi-Message Modification

e It is even possible to fulfill a part of the
conditions of the first 32 steps by a multi-
message modification.

» For example, a; 3, = 1, we correct it into
as 3, = 0 by modifying m,, m,, ms, my,, ms
such that the modification generates a
partial collision from 2-6 steps, and remains
that all the conditions in round 1 hold.

» Some other conditions can be corrected by
the similar modification technique.



Message Modification

» By our modification, 37 conditions in round
2-4 are undetermined in the table 4, and 30
conditions in round 2-4 are undetermined In
the table 6.

o So the first iteration differential hold with
probability 2-37.

e The second iteration differential hold with
probability 2-39.



Generate M,,M

» Select random message M,

» Modify M, so it meets the conditions

* My=My+ AM,

e This will result in AH, with probability 2-37
» Test the messages on MD5.

» This doesn’t require more then 23° MD5
operations



Generate M, M,

» Select random message M,

» Modify M, so it meets the conditions

« M,'=M,+ AM,

* Use AH,as |V, The probability that AH =0
is 230

» Test if the messages lead to a collision.

» This doesn’t require more then 232 MD5
operations



Creating More Collisions

 To select another message M, is only to
change the last two words from the
previous selected message M,

* it is easy to find many second blocks M, ,
M", which lead to collisions.



Summary

» This paper described a powerful attack
against hash functions, and in particular
showed that finding a collision of MD5 is
easily feasible.

» This attack is also able to break efficiently
other hash functions, such as HAVAL-128,
MD4, RIPEMD, and SHA-O.
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