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asic facts about iterated has
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-Pad the message and split it into blocks M,....Mt.
-Set Ho to the initial value IV.
-For i from 1 to ¢, let Hi=f(Hi-1,Mi).
-Output H(M)=H.L.
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 Let % be equal to the initial value of IV of H.

e Forifrom1totdo:
 Call Cand find B; and B'; such that f(%_,B)=f(h_,B").
T

e Pad and output the 2’ messages of the form (b....,, Padding)
where b, is of the two blocks B, or B'.

By B, B; By B,

B B, B} B, B;



n the security of cascaded hash

functions

DV 7YY YNID NN NDYTI MINNN INPND NI NoPp NOOY @
NN INVP MNNN NPIPN

s NOTY

TV ND M M ny1Iim G - F mixnn nyspns >nvy yn»na
F(M)|[|G(M) 5r13 mixnn

IN IDID NINMY MXNN NYXPN NP 091D G -1 F Ny mana
INNN NP NNIN DY NNPNI DMWY DIDIVDIN NV




n the security of cascaded hash

functions-Cont.

. Collision resistance ®
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: Preimage and second-preimage resistance ®
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