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Introduction
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The rebound attack is a technique for hash functions cryptanalysis.
Divide the block cipher E into 3: F = Efw o Em o Ebw
Inbound phase (The meet in the middle phase) and Outbound phase

Our Goal: Find a differential trail that will cause the input and output
differentials to cancel each other
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Terminology

1 byte = 8 bit

Each byte is represented by 2 hexadecimal digits
1 word = 4 byte = 32 bit
1 block = 4 words = 128 bit



0 A private key symmetric

128-bit plaintext

l

Advanced Encryption Standard (AES)
1

l

128-bit ciphertext

bl I( Round keys
. 2 its
ocC oo ‘(] 8 bits)
transformation L E
Key Size (bits) [
128 | 192 | 256 i 2
Oun - Kl
Plain Text Block Size !
(bits) 128 128 128 Round 2 «
K,
Number of Rounds 3 i
N, 10 12 14
Round N,
Round Key Size (bits) (slightly different) Ky,
Koo Kyovee Ky 128 128 128

Cipher key
(128, 192, or 256 hits)

Key expansion
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Advanced Encryption Standard (AES)
Structure Of Each Round

| |
1 Each round uses 4

State ﬂ
transformations:

o SubBytes
o ShiftRows
o MixColumns

o Key Adding

L
State g

Notes:

1. One AddRoundKey is applied
before the first round.

Round

2. The third transformation is

missing in the last round.
MixColumns

0 mixing transformation

is missing from the last
round.

AddRoundKey

State E

— Round key




Advanced Encryption Standard (AES)
Structure Of Each Round (SubBytes)

(=
0 16 independent byte- ——
to-byte ri- St
transformations. b — I
01 We interpret the byte |
as two hexadecimal — ! e

0 Use a transformation e ‘

table (as S-box) to

o | wf ]

transform 8 bit to 8 bit.

We interpret the byte as two hexadecimal digits.



10

Advanced Encryption Standard (AES)

Structure Of Each Round (ShiftRows)
10 |

ShiftRow

eI E It

Shift left v

Row 0: no shift

Row 1: 1-byte shift
Row 2: 2-byte shift
Row 3: 3-byte shift

Y

State
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Advanced Encryption Standard (AES)
Structure Of Each Round (MixColumns )

0 Change bits inside a byte, based on the bits inside
the neighboring bytes

0 Transforms each column of the state to a new
column by multiplication with a constant matrix.

MixColumns

Constant

State State
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Advanced Encryption Standard (AES)

Structure Of Each Round (Add Round Key )
12 |

0 The key is bitwise XORed to the state making
the round function key dependent.

AddRoundKey E = E 2 E

Key word

State State
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The Whirlpool Block Cipher

|14 ]
o first released in 2000 by Vincent

Rijmen and Paulo S. L. M. Barreto.
Since then a few revisions have

taken place.

0 Free, Whirlpool’s designers have
promised never to patent

1 Named after the Whirlpool
washing machine — Not!

<> .
Whirlpool
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The Whirlpool Block Cipher

o first released in 2000 by Vincent
Rijmen and Paulo S. L. M. Barreto.
Since then a few revisions have taken
place.

o1 Free, Whirlpool’s designers have
promised never to patent

o Named after the Whirlpool galaxy,
the first one recognized to have
spiral structure by William Parsons,
third Earl of Rosse
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The Whirlpool Block Cipher

The Miyaguchi-Preneel hashing scheme
16 ]

r | Odd multiple of 256-bit blocks | 256 bits | \

-
|‘ '| I

— - Message
Original message m

‘ L Message with padding and length field: multiple of 512-bit blocks N )
I °
| m s12bits my 512 bits | e [ M S12bits |
o, >
Y Y Y
H, Whir:lpool ! H Wh_irlllpool ! H, H, , Whlir:]poo] I H =H
cipher cipher cipher -
512 bits|4—1> Wy D \];V > > “\W > 512 bits|
Encryption Encryption Encryption Message
- digest

This hash function is based on the the Merkle-
Damgard scheme we already seen in

class strengthening and the Miyaguchi-Preneel
hashing scheme

The message is padded with a'1'-bit, then with a
sequence of '0'-bits, and finally with the original
length (in the form of a 256-bit integer value). The
length after padding is a multiple of 512 bits.

The resulting message string is divided into a
sequence of 512-bit blocks m;, m,, ... m, which is
then used to generate a sequence of intermediate
hash values H,, H,, H,, ... H,. By definition, H, is a
string of 512 '0'-bits.

To compute H, the block cipher

W encrypts m; using H, , as key, and XORs the
resulting ciphertext with both H,; and m,. Finally,
the WHIRLPOOL message digest is H,.

The encryption algorithm is described in the next
slide.



The Whirlpool Block Cipher

What goes on inside the blocks?
R |

1 10 rounds.

Cipher kev

g
-

0 The encryption m—

algorithm involves the

- ShiftColumns

MixRows

use of 4
transformations:

o Substitute Bytes (SB)
o Shift Columns (SC)
O Mix Rows (MR)

o Add Key (AK)

i ———-RrC,

Encryption

Key generation

Round 10

Round 10

Whirlpool Cipher is very much like AES except minor differences:

The message length is 512 bit

Number of rounds is always 10

Key expansion is done in the round function and not in a dedicated algorithm
The S-Box in SybBytes is different

Instead of Shift Rows and Mix Columns we have Shift Columns and Mix Row

uARwWwNPE
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Table 1. Comparison of Whirlpool block cipher W and AES

w

AES

Block size (bits)
Key size (bits)
Matrix orientation
Number of rounds
Key expansion
GF(2%) polynomial
Origin of S-box

Origin of round
constants
Diffusion layer

Permutation

512

512

input is mapped row-wise
10

W round function

a4 4 1 {01ID)

recursive structure

successive entries of the S-box

right multiplication by
8 x § circulant MDS matrix
(1,1,4,1,8,5,2,9) -
mix rows

shift columns

128
128, 192, or 256
Input is mapped column-wise
10, 12, or 14
dedicated expansion algorithm
M4t 4 4 x+1(011B)
multiplicative inverse

in GF(2*) plus

affine transformation
elements 2! of GF(2%)

left multiplication by
4 x 4 circulant
MDS matrix (2, 3, 1, 1) -
mix columns

shift rows

The Whirlpool Block Cipher

What goes on inside the blocks?
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The Whirlpool Block Cipher

Notations
|

o The transformation applied on a state in the i round of Whirlpool will be

k
marked 7. = AK o MR SCoSB

[m]

The application of the S-Box on input x is marked S(x)

o0 The resulting stat of r; will be marked as S.
O The state after SubBytes — §';
O The state after Shift Columns— S*';
O The state after Mix Rows— S,

|
5B
|

— 2
_ >
SRR
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The Rebound Attack On Whirlpool

Overview
| 21 |

0 The core of the attack is explained in reduced
Whirlpool over 4.5 rounds

0 Split the block to £=E,<E,<E,

0 Cause the differences in the first and last step to be
equal and cancel each other.

E, |
' K, 1
" _S‘: S~‘ g N
. T 1 | 0 : | - : .| 1 Hf
M, H e 56 sc L m
| 4k | i MR ‘5‘ ' o
HH \
5! L& )
Step 1 Step 2 Stepl Step 3
Step 4

First, we will give an overview of the attack strategy which is the basis for the
attacks on 4.5, 5.5 and 7.5 rounds.

The main idea of the attacks is to use a 4-round differential trail, which has the
following sequence of active S-boxes: 158 264 -8 > 1

Using the Rebound Attack we can cover the most expensive middle part using an
efficient match-in-the-middle approach (inbound phase).

If the differences in the first and last step are identical, they cancel each other
through the feed-forward. The result is a collision of the round-reduced
compression function of Whirlpool.



The Rebound Attack On Whirlpool

Overview

0 2 Phases
o Inbound phase (Step 1,2) expensive parts
m Start with differences at rounds 2,3
® Match in the middle at S-Box
O Outbound phase (Step 3,4) inexpensive parts
m Probabilistic propagation of the MixRows of rounds 1 and 4
B Match 1 byte difference

. Kl . 2
& - -8 5"
;"Vf ] | o feasvanou] 11T - '
L s5C se | O | >
MR sc | [ |
& i
L L)
o
Step 3 Step 3 Step 1 Step 2 Stepl Step 3
bsmpti Step 4

Inbound phase:
Step 1: start with 8-byte truncated differences at the MixRows layer

of round r2 and r3, and propagate forward and backward to the S-box layer of
round r3.

Step 2: connect the input and output of the S-boxes of round r3 to
form the three middle states 8 64 - 8 of the trail.

Outbound phase
Step 3: extend the trail both forward and backward to give the trail

158 64 - 8 - 1 through MixRows in a probabilistic way.
Step 4: link the beginning and the end of the trail using the feed-

forward of the hash function.



23

The Rebound Attack On Whirlpool

Collisions Attack On 4.5 Rounds
| |

0 Compute a 256x256 lookup table for each S-box
differential.

o About 50% of differentials exist

0 For S-Box S and 2 fixed differentials (Aq,Ab)
n Aa=x®y
O Ab=S(x)®S(y)

% Pr[Ab = S(Aa)] ~ é

The provability can be verified by enumerating through all 256x256 input/output
pairs (x; y) and (S(x); S(y)).

Note that for each possible S-box differential, we get at least the two symmetric
values (x; y) and (y; x).

The table: The number of differentials and possible pairs (x; y) for the Whirlpool
and AES S-boxes. The first row shows the number of impossible differentials and
the last row corresponds to the zero differential.

In the case of Whirlpool, we get for a small fraction of differentials even 8

possible pairs. This corresponds to the maximum probability distribution of the
Whirlpool S-box, which is 8%228= 215
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The Rebound Attack On Whlrlpool
Collisions Attack On 4.5 Rounds

01 Choose random difference at S,"
0 Propagate forward to S,

0 Choose random difference at §

01 Propagate backward S

—d E, ]
' I I K,
S 4 % A 8,
M H (o | T ) - I Ty
g |sc 58 l_:_ H I me 58 | I | M
| MR sC | 1 I Ak | | I MR T
it \— LT (- (S (-
A L5 ) L) T
o —p
Step 3 Step 3 Step 1 Step 2 Stepl Step 3
bsmpti Step 4

We start the attack by choosing a random difference with 8 active bytes of state
S2” prior to the MixRows layer of round r2. Note that all active bytes have to be
in the diagonal of state S2”” . Then, the differences propagate forward to a full
active state at the input of the next SubBytes layer (state ) with a probability of 1.
Next, we start with another difference and 8 active bytes in state S3’”’ after the
MixRows transformation of round r3 and propagate backwards. Again, the
diagonal shape ensures that we get a full active state at the output of SubBytes

of round r3.
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The Rebound Attack On Whlrlpool
Collisions Attack On 4.5 Rounds
.
o The match-in-the-middle step
O Look for suitable input\output difference using the
pre-computed table.
® We can find a match in 1 byte with the probability of 5
® We can find a match in 64 bytes with the probability of
= With the complexity of 2% we get 564 matches
— —
e e ) e [
bsmp" Step 3 S;eﬂ Step 1 Step 2 Stepl Step :Tep‘i

We look for a matching input/output difference of the SubBytes layer of round r3
using the pre-computed S-box differential table.

Since we can find a match with a probability of 0.5 for each byte, we can find a
differential for the whole active SubBytes layer with a probability of about 27-64 .
Hence, after repeating Step 1 of the attack about 2264 times, we expect to find a
SubBytes differential for the whole state.

Each match gets 2-8 posibilities. Since we get at least two state values for each S-
box match, we get about 2764 starting points for the outbound phase
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The Rebound Attack On Whirlpool

Collisions Attack On 4.5 Rounds
| 26 |

o Extend the differential path backward and forward

o In the next SubBytes layer we get a truncated differential in
8 active bytes for each direction.

o Problem: need to propagate 8 bytes to 1.
® This happens in the probability of 3

o It has to be a specific byte needs in both directions
m Repeat the inbound phase 2! times.

E,
b | E, | Eo
I " I ; ]?'_"_'"'_"E
- K, o K 2 4 K. K* 2
ls|| l s| S: l S S;I &M l hY
BOEEE () e ss=asna .. w0 B H
M, o :g 1 | se [ FH%HH [we 56 5C = m
ME 1 |56 '__"E’I ! AE | MR 1 o
LAE — e — — AK
7 r, r r r 1t
¢ —p
Step 3 Step 3 Step 1 Step 2 Stepl Step 3
% Step4 Step 4 &

In the outbound phase, we further extend the differential path
backward and forward. By propagating the matching
differences and state values through the next SubBytes layer,
we get a truncated differential in 8 active bytes for each
direction. Next, the truncated differentials need to follow a
specific active byte pattern. In the case of the 4 round
Whirlpool attack, the truncated differentials need to
propagate from 8 to one active byte through the MixRows
transformation, both in the backward and forward direction.
The propagation of truncated differentials through the
MixRows transformation is modeled in a probabilistic way. The
transition from 8 active bytes to one active byte through the
MixRows transformation has a probability of about 2”-56 (7
bytes * 8 bits).

Note that we require a specific position of the single active
byte to find a match in the feed-forward (Step 4). Since we
need to fulfill one 8 -> 1 transitions in the backward and
forward direction, the probability of the outbound phase is
27-2*56 = 27-112. In other words, we have to repeat the
inbound phase about 22112 times to generate 22112 starting
points for the outbound phase of the attack.
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The Rebound Attack On Whlrlpool
Collisions Attack On 4.5 Rounds
A
o The value of the input and output difference has to
match.
|
o This happens in probability 5
O The complexity of finding a collision is 2'2+% — 2120
I K = 1
2" 1 : 3, S}‘ 8" S, H
M, N H L l ss.;._i w | B ‘ r'\r..
=25l - ] KR i
Step 1 Step 2 Stepl QS

To construct a collision at the output of this 4 round compression function, the
exact value of the input and output difference has to match.

Since only one byte is active, this can be fulfilled with a probability of 2/-8.
Hence, the complexity to find a collision for 4 rounds of Whirlpool is
27(112+8)=27120. Note that we can add half of a round (SB,SC) at the end for
free, since we are only interested in the number of active bytes. Remember that
we can construct up to 224128 starting points in the inbound phase of the attack,
hence we have enough degrees of freedom for the attack. Note that the values of
the key schedule are not influenced.
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The Rebound Attack On Whirlpool
Collisions Attack On 5.5 Rounds

01 Add another full active state in the middle of the trail
(inbound phase)

0 Use the additional degree of freedom of the key
scheduling to propagate the difference

o1 The outbound phase doesn’t change

We can extend the collision attack on 4.5 rounds to a semi-free-start collision attack on 5.5
rounds of Whirlpool. The idea is to add another full active state in the middle of the trail. We use
the additional degrees of freedom of the key schedule to fulfill the difference propagation
through two full active S-box trans-formations.

Note that the outbound part of the attack stays the same and the new sequence of active S-
boxes is: 1->8->64->64->8->1->1
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The Rebound Attack On Whlrlpool

Collisions Attack On 5.5 Rounds _

4 |

0 Choose initial differences with 8 active bytes at S,"
and §,""

0 Propagate differences forwards to §, and
backwards to S,

0 Find a matching SubBytes differential of 2
consecutive S-boxs

Again, we can choose from up to 2764 initial differences with 8 active bytes at state S2”" and S4”
and linearly propagate forward toS2 and backward to S4 until we hit the first S-box layer.

Then, we need to find a matching SubBytes differential of two consecutive S-box layers in the
match-in-the-middle phase
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The Rebound Attack On Whlrlpool
Collisions Attack On 5.5 Rounds

0 Select a value for §,' (out of 252  possible ones)
0 Propagate towards S,

0 Propagate further back to state S;'  with 512
degrees of freedom of the key.

To pass the S-box of round r4 in the backward direction, we choose one of 22512 possible values
for state S4’.

This also determines the input values and differences of the SubBytes layer (state S3).

Then, we propagate the difference further back to state S3’ with 512 degrees of freedom of the
key.

That allows us to still assign arbitrary values to the state S3’.

Hence, the correct difference propagation of the S-box in round r3 can be fulfilled by using these
additional degrees of freedom to choose the state S3’ .

The complexity of the attack does not change and is determined by the 22120 trials of the
outbound phase
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The Rebound Attack On Whirlpool

Collisions Attack On 5.5 Rounds
| |

0 Since the outbound phase remains the same the
complexity of the attack is still 2"

0 The main difference is that the round keys are
determined by the inbound phase

The complexity of the attack does not change and is determined by the 24120 trials of the
outbound phase

The outbound phase (Step 3 and Step 4) of the 5.5 round attack is equivalent

to the 4.5 round case.

However, we cannot choose the round keys, and hence the chaining values, anymore since they
are determined by the difference propagation of the S-box of round r3.

Therefore, this 5.5 round attack is only a semi-free-start collision attack on the hash function of
Whirlpool.
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Greastl Block Cipher

Overview

0 An iterated hash function designed by a team of
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Greastl Block Cipher
What goes on inside the blocks?
B_

01 The compression function is
built from 2 fixed, large, h m

different permutations.
e
o1 Very similar to Whirlpool r .
o 10 rounds ‘ P ‘ .Q ‘
o Update an 8x8 state of 64 /l\

bytes ________ \l/

F(m,h)=Pm®h)®O(m)®h

The two permutations P and Q are constructed using the wide trail design
strategy and borrow components from the AES. The design of the two
permutations

is very similar to the block cipher W used in Whirlpool instantiated with a fixed

key input. Both permutations update an 8x8 state of 64 bytes in
10 rounds each.
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Greastl Block Cipher

What goes on inside the blocks?
m_

1 The round transformation:

0 AddRoundConstant (AC) AC

o SubBytes (SB)
. Grastl Block Cipher ST

g ShlﬂByTes (ShB) What goes on i:side the b!oF::ks? SB

o MixBytes (MB)

0 In each round the state is updated as

follows:
v, =MBoShBoSBo AC MB

AddRoundConstant (AC) adds different one-byte round constants to the 8x8
states of P and Q. (P & Q have different constants)

the non-linear layer SubBytes (SB) applies the AES S-Box to each byte of the state
independently

The cyclical permutation ShiftBytes (ShB) rotates the bytes of row j left by j
positions in P, Q

the linear diffusion layer MixBytes (MB) multiplies the state by a constant matrix
In the MixBytes transformation, each column in the matrix is transformed independently
by multiplying each column in a constant 8x8 matrix,
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Rebound Attack on Grgstl
Rebound Attack On 5 Rounds
37 |
0 Use the following differential trail
B—. 58 8GN G Ay g. o e
o1 Semi free collisions 2'*°
o Complexity of the attack
0, 0 0, 0, 0 0,
o ﬁﬁ e = T 5%‘ " =
: H H |se SB sB | H H |se sB
o 4 |ShB ShE ShB| 4 {4 |ShB ShB
_”“ MB MB MB’_”” MB MB
Step 3 Stepl  Stepl Swepl Step 3 Step 3
H.N‘lup-t L— ] 4D [——- 2 [——=4 SprH
f o P, P, P, o P,
f{l . 1II1:A[‘ A Al:"_ II[l:AC = l”
_IJII L m h:B’_IEII h:ﬂ L

In the attack on 5 rounds, we use the following differential trail for both permutations:
8->8->64->8->8->64

Do not allow diffs in H. all diffs are in m.

By using an equivalent differential trail in the second permutation one can find a collision for
the compression function ofGrstl-256 reduced to 5 rounds with a complexity of 2764

Step 1 and 2 the same as whirlpool only on 2 permutations

Require that the differential output of round 5 are equal

To prevent feed forwards to destroy the collision do not allow differences in H
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Summery
-r

0 The idea of the rebound attack is to bypass the low probability
parts of a hash function differential trail

0 AES-based hash functions seem like natural candidates for such an
attack.

o Can this attack be applied to a wider range of hash functions?

has_h wiinds | computati.onai memory type
function complexity requirements
4.5/10 2% 2% collision
Whirlpool | 5.5/10 2120 216 semi-free-start collision
7.5110 | 218 218 semi-free-start near-collision
Grostl-256 | 6/10 | 2120 27 semi-free-start collision
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