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' User Account Control

=

\é Do you want to allow the following program from an
/ unknown publisher to make changes to this computer?

Program name:
Publisher:
File ongirc

V.| Show details

updater.exe
Unknown
Hard drive on this computer
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Change when these notifications appeas
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! User Account Control

Do you want to allow the following program to make

changes to this computer?

: Program name:  Microsoft Management Console
Verified publisher: Microsoft Windows

(v) Show details | Yes |[ No

Change when these notifications appear
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“The errors you don’t know about are distributed the same as the ones you do”
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If you want a mean time between failure of a million hours, -
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DAC AND MAC

Discretionary Access Control (DAC)
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C1

C2

Bl
B2
B3
Al

Rare |,
earlier versions of Unix, IBM RACF.

This is one of the most common certifications.
VMS, IBM OS/400, Windows NT, Novell NetWare 4.11, Oracle 7,
DG AOS/VS Il.

: HP-UX BLS, Cray Research Trusted Unicos 8.0, Digital SEVMS,
Harris CS/SX, SGI Trusted IRIX.

Honeywell Multics, Cryptek VSLAN, Trusted XENIX.

The only B3-certified OS is Getronics/Wang Federal X 1T5-300,

These are the only Al-certified systems: Boeing VLS LAN, Gemin
Trusted Network Processor, Honeywell SCOMP.
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ITSEC: Information Technology Security Evaluation

a system that was developed by a number of European countries .
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Consumers

Developers

Evaluators

Part 1:
Introduction and
General Model

Part 2:
Security
Functional

Requirements

Part 3:
Security
Assurance
Requirements

Use for background
information and reference
purposes. Guidance
structure for PPs.

Use for guidance and
reference when formulat-
ing statements of require-
ments for security

functions.

Use for guidance
when determining
required levels of
assurance.

Use for background
information and reference
for the development of
requirements and
formulating security
specifications for TOEs.

Use for reference when
interpreting statements
of functional require-
ments and formulating
functional specifications

for TOEs.

Use for reference when
interpreting statements of
assurance requirements
and determining assurance
approaches of TOEs.

Use for background
information and reference
purposes. Guidance
structure for PPs and STs.

Use as a mandatory
statement of evaluation
criteria when determining
whether a TOE meets
claimed security functions.

Use as a mandatory
statement of evaluation
criteria when determining
the assurance of TOEs and
when evaluating PPs and
STs.




EVALUATION ASSURANCE
LEVELS

Level ‘ Description ’ AT EALLa n'7'nnn wno
EALL  Functionallytested Low N ATy
EAL7 Ty ,niranryimo
EAL2  Structurallytested
EAL3  Methodically tested and checked
EAL4  Methodically designed, tested, and reviewed ~ Medium

EALS  Semiformallydesigned and tested ' NXID) DA NN

EAL6  Semiformallyverified design and tested EAL4

, NI TA7 "2ayn Ity

. 71119 |9INA NIN'X

10'01D W'Y NniyYy

EALT  Formallyverified design and tested Highest

nN72 DD"NYNN 'KIYUNR
EALG.
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VMware® ESXi Server 3.5 and VirtualCenter 2.5
Microsoft Windows Mobile 6.5

Apple Mac OS X 10.6

Red Hat Enterprise Linux Ver. 5.3 on Dell 11G
Family Servers

Windows Vista Enterprise; Windows Server 2008
Standard Edition; Windows Server 2008 Enterprise
Edition; Windows Server 2008 Datacenter Edition

Oracle Enterprise Linux Version 5 Update 1

EAL4+
EAL4+

EAL3+

EAL4+

EAL4+
ALC_FLR.3

EAL4+
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