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Introduction
� Structural cryptanalysis is the branch of cryptology 

which studies the security of cryptosystems described 
by generic block diagrams.

� It analyses the syntactic interaction between the � It analyses the syntactic interaction between the 
various blocks, but ignores their semantic definition as 
particular functions.

� For Exemple: Meet in in the middle attacks on double 
encryptions, the study of various chaining structures, 
and the properties of Feistel structures with a small 
number of rounds.
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� Structural attacks are often weaker than actual attacks 

on given cryptosystems, since they cannot exploit 
particular weaknesses of concrete functions.

� The flip side of this is that they are applicable to large � The flip side of this is that they are applicable to large 
classes of cryptosystems, including those in which 
some of the internal functions are unknown or key 
dependent.

� Structural attacks often lead to deeper theoretical 
understanding of fundamental constructions, and 
thus they are very useful in establishing general design 
rules for strong cryptosystems.
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� The class of block ciphers considered in this paper are 

product ciphers which use alternate layers of invertible 
S-boxes and affine mappings.

� This structure is a generalization of � This structure is a generalization of 
substitution/permutation networks in which the affine 
mapping is just a bit permutation), and a special case 
of Shannon's encryption paradigm which mixes 
complex local operations with simple global 
operations.



� The best example for substitution/affine ciphers is 
Rijndael which was recently selected as the winner of 
AES competition.
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� The best non-structural attack on Rijndael is based on 
the square attack which exploits the knowledge of the 
S-box, the simplicity of the key schedule and the 
relatively slow avalanche of the sparse affine mapping.
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relatively slow avalanche of the sparse affine mapping.

� It can break versions with six S-box layers and six 
affine layers (a seventh layer can be added if the 
attacker is willing to guess its 128 bit subkey in a 
nonpractical attack).



� In our structural attacks we:

� Do not know anything about the S-boxes.

� Do not know the affine mapping.

� Do not know the key schedule.
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� Do not know the key schedule.

� since they can all be defined in a complex key-
dependent way.

� We assume that the avalanche is complete after a 
single layer of an unknown dense affine mapping, and 
that any attempt to guess even a small fraction of the 
key would require a nonpractical amount of time.



� Consequently, we cannot use the square attack and we 
have to consider a somewhat smaller number of layers.
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� It is important to note that not all the information 
about the S-boxes and the affine mappings can be 
extracted from the scheme, since there are many 
equivalent keys which yield the same mapping from 
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equivalent keys which yield the same mapping from 
plaintexts to ciphertexts.

� Our attack finds an equivalent representation of all the 
elements in the scheme which makes it possible to 
encrypt and decrypt arbitrary texts, but it may be 
different from the original definition of these 
elements.



The Multiset Attack- Multiset

Properties

� We now develop a calculus of multiset properties,
which makes it possible to characterize intermediate 
values deep in the encryption structure even though 
nothing is known about the actual functions in it.nothing is known about the actual functions in it.

� Each multiset can be represented as a list of (value, 
multiplicity) pairs for example:

{1,1,1,2,2,2,2,7} � (1,3),(2,4),(7,1).

� The size of the multiset is the sum of all its 
multiplicities (in the above example 8).
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� Definition 5:

� A multiset M of m-bit values has property D (dual) if it 
has either property P or property E.
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� Lemma 1:
� 1. Any multiset with either property E or property P 

(when m > 1) also has property B. 

� 2. The E and C properties are preserved by arbitrary 
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� 2. The E and C properties are preserved by arbitrary 
functions over m-bit values. 

� 3. The P property is preserved by arbitrary bijective
functions over m-bit values. 

� 4. The B property is preserved by an arbitrary linear 
mapping from m bits to n bits when m > 1. It is 
preserved by arbitrary affine mappings when the size of 
the multiset is even.
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� For example {0,1,2,3}{1,1,2,2}{1,1,1,1} can be derived from 
several different multisets such as  
{(011),(111),(221,),(321)} or {(021),(121),(211),(311)}.
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� The result remains true even when we replace the linear 
mapping by an affine mapping if we XOR the additive 
constant an even number of times.

� Let us now show why claim 4 holds:
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� Let us now show why claim 4 holds:

� Any affine mapping over GF(2) can be divided into k 
distinct n to m-bit projections.
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Questions? �Questions?


