
New Impossible Differential 
Attacks on AES 



AES 

 16 byte data, 128/192/256 bits key. 

 All operations in AES are byte-based. 
The state consists of 128 bits = 16 bytes, viewed as a 4x4 array 
of bytes. 
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AES 

 Four Operations: 

 SubBytes (SB). 

 ShiftRows (SR). 

 MixColumns (MC). 

 AddRoundKey (ARK). 
 



AES Rounds 



Notations 



Impossible differential 



Proof: 



Bahrak-Aref Attack on 7-round AES-128 





BA attack Analysis 



Improving BA’s time complexity 



Improving BA’s time complexity 



Improving BA’s time complexity 



Improving BA’s time complexity 



Improving Step 6 of the BA attack & reducing 
Data Complexity  
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Backup 



Extension BA to 8-round AES-256 



8-round AES-256 Attack Algorithm 



8-round AES-256 Attack Algorithm 


