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Introduction

SkipJack is an encryption algorithm, introduced by the US government, to unclassified usage. The algorithm was kept secret, while hardware implementing the algorithm (Clipper and  Fortezza) was available.

SkipJack purpose was that the US government would be able to use a medium security encryption, which will be free fast, and would (using KEA) enable decrypting messages given a court warren. Due to public pressure, and the advances in the reverse engineering field, US NIST (National Institute of Standards and Technology) published on 24th June 1998 the SkipJack algorithm (and the KEA – Key Exchange Algorithm) which the above hardware implement.
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SkipJack Structure

SkipJack is a block cipher. Given a key of size 80 bits, and a plaintext of size 64 bits, SkipJack produces a ciphertext (64 bits).

Given a 64 bits input, SkipJack divides it into 4 16-bit words, and encrypt them using a 32 rounds (see figure #1).

Each round, a 16-bit word enters a G-function, which change it (given 32 bits of subkey), and then the output is XORed with another word. For the G-function structure, see figure #2. The G-function calls 4 times to an F-Function, a bijective table look-up, from 8-bit to 8-bit (a permutation on the numbers 0,...,255).

There are several theoretical tools and attacks at our disposal, the two which were used in this project are the differential cryptanalysis (D.C.) and the truncated differential cryptanalysis (T.D.C.).

D.C. is based on the fact that given two inputs, with a certain difference between them. for example, input1=0 and input2=10, therefore the difference is 10. Given the input difference, in some known  probability the output is of a certain difference. Again if the input 0 becomes 5 and the input 10 becomes 0, then the output difference is 5. This is very useful tool, as without the knowledge of the key, we gain information about what is going on during encryption.

T.D.C. is concerned with groups of differentials, with a connection between them (like all pairs having difference in some word in the input). The T.D.C. is very useful, once there are lots of differentials with low probability with a common base.

SkipJack uses 32 times the G-function, and each round affect two words (The word which enters the G, and its neighbor). Interesting observation was that between rounds 5 and 12, the first word does not affect other words. Hence, if we can say something intelligent about it (of course, it would be a statement with probabilistic nature), then this property will not affect no other word in the next 8 rounds. These kind of observations, allow us to implement a D.C. with high probability.

Another useful observation deals with the key schedule algorithm. Most ciphers, uses more bits of subkey than supplied by user. This is the case with SkipJack, given 80-bit key, the key schedule algorithm supplies 32*8*4 = 1024 bits of subkeys. In SkipJack, this algorithm is very simple, the algorithm, chooses each round the next 4 bytes of key (in a cyclic manner, bytes 0,1,...,9,0,1,...,9 and so on) as a subkey.

This property might become very useful once trying to analyze the cipher, as each 5th G-function, get the same subkeys.

Differential Cryptanalysis

If we look at the G-Function in figure #2, we can see that there are several differential characteristics, this holds with high probability. Those characteristics are summarized in table #1. Using this Characteristic, we can therefore find a differential characteristic for the whole 16 rounds, as shown in figure #3. This property holds with probability of 2-71.

We trick that very low probability, and look at the 8th and 9th round G function as one permutation. Doing so we raise the probability of the event to 2-58.

This might seem quite low probability, and using this characteristic, would require arround 259 data, which is quite infeasible, and would suggest SkipJack to be a very strong cipher.

When we look at more arbitrary differences, a thing called Truncated Differential Attack (T.D.C.). Using this we notice the fact that given input difference of the form (a, 0, 0, b), with probability 2-16 after the 12th round would be (0, c, 0, 0). This property would be suffice to identify a right pair, a pair of inputs which holds the characteristics, as the output difference we are looking will be of the form (0, d, e, f). Hence the pair with input difference in the first and last word, will not have in the output a difference in the first word.

Using the above, we can find the key, given 29 chosen plaintext and their ciphertext. After doing so we can retrieve the key in several steps, get 32 bits of the key (using simple table look-ups). The remaining 48 bits, can be found in several ways, but the search over them is feasible.

Note that if the XOR in round 4 is removed, and the XORs in rounds 16 and 17 is removed, then the first word, will not affect any other word till round 28. The attack therefore would be the same.

Differential Cryptanalysis of the SkipJack – 3XOR

We will define the following variant of SkipJack. SkipJack-3XOR, would be much similar to SkipJack, but the XORs in rounds 4, 16 and 17 will be removed. This will allow us to have a 28-round differential characteristic, with the high probability of 2-16 (This might look very low probability, but if SkipJack-3XOR would have been good, this figure should have been around 2-64).

Once we have this characteristic, we know that the input difference (0,a,0,0) can become (b,c,0,0) with high probability 1 after 16 rounds. This implies that with probability of 2-16, the difference would be of the form (d, 0, 0, 0) after 28 rounds. Given such difference the output difference (after 32 rounds) should be of the form (e,f,d,0). As shown in figure #4.

Given 217 pairs, would be suffice to get two right pairs (pairs which hold the characteristic). At most we get a third pair, which will suggest arbitrary key.

1. We take the 2-3 pairs which hold this characteristic, and run the following algorithm:

2. We know the actual output of the 32nd G-function, and the input difference. Only 216 possible subkey would pass this test. As we run the test twice (once for each pair), the intersection of the result, should be very small – one subkey, which is 32 bits out of the key.

3. The G-function at rounds 29 and 32 shares two bytes of the key. As we can decrypt the two pairs one round, we also know the difference d, in the input, the difference e in the output. Hence, about two subkeys will be suggested by each pair. Again the intersection is expected to be in the size of 1. This phase would require 217 G-function evaluations, and after it we will have 48 bits of the key.

4. Now, we can search all the 232 possible values for the key (there are 32 bits unknown). Several optimizations are available for this phase. But given that 232 computation is quite feasible, we can try all possible values for those 32 bits.

Conclusion

As we should a feasible attack on the SkipJack-3XOR encryption algorithm, it appears that all the strength of SkipJack relay on 3 XOR operations. As we have similar attack to SkipJack-2XOR (where the XOR’s in rounds 16 and 17 are removed), then we can say that the security relays on two XOR operation. This might point on a problem with the design of the cipher.

After finishing this project, several of the authors, continued the research, and were able to analyze 31 round of the real SkipJack, in what they call Impossible Differential Attack.

Currently there is not a known algorithm which can break the full (32 rounds) SkipJack, but still, this results, and the Impossible Differential results, show that the security of the real SkipJack, has very small margins of safety.
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The SkipJack Encryption Algorithm
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   The G-Function
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Note that in each round the subkeys vary. However, one can easily compute the subkeys, as the first round uses first four bytes of the key, the second round the next four bytes, the third round the two lsat bytes plus the first two bytes, etc.

Input and output Possible Values for use in Differential of SkipJack with 16 rounds

Input Diff.
Diff. After first F
Diff. After second F
Diff. After third F
Output Diff.

(a,0)
(a,0)
(a,b)
(0,b)
(0,b)

(0,b)
(a,b)
(a,0)
(a,0)
(a,b)

(a,b)
(0,b)
(0,b)
(a,b)
(a,0)

Table #1
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