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Background

® [acial composite system:

« Tool for creating a likeness
to a susp dasedd s
on an eyewitness’
description.

« Used by the majority of
police services in the UK
and used in most other
countries.

« Sometimes only tool
available to locate suspect.
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Feature based systems

® |ikeness to suspect constructed by piecing
together individual facial features.
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Limitations of feature based systems

e Humans are poor at ® Feature based approach
recall and description not well suited to global

(but good at recognition) transformations (e.g.

e Psychological studies Increasing perceived age)

show we recognise faces e Artistic skill required to
holistically not as a sum add enhancements.

of individual facial
features (Tanaka,1993).
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Features vs whole

A2 LREP

® |t's impossible to discern any details in these
facial features.

e But recognition is still possible.
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Time for a different
approach

e EFIT-V (EFIT6) is a holistic composite system —
used by the majority of UK police and in many
other countries.

e Based on whole face recognition not feature
recall.
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Our met hod I s O6holistico

e Training sample of images —
dimension reduction using
principle component analysis
(PCA).

e Any face can be approximated by
a vector of numbers (dimension
<< number of pixels).

® |terative search using
evolutionary algorithm (Gibson,
2003).

e Similar idea to DNA - Vector =
genotype, face image =
phenotype.
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Face-space search

e Alternatively, can
consider the
problem of
creating a
likeness to the
suspect as a
multi-
dimensional
search problem.

Simplistic search-space representation
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EFIT6 Software
demo
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N
EFIT-V Upper bound on accuracy

e Target e 'Portrait’
composite image
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EFIT-V Typical accuracy composites

DIA DISTRIBUTION

Offence: Distraction Burglary Offence: Distraction Burglary
Constabulary: Merseyside Constabulary: Yorkshire
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Offence: Distraction Burglary Offence: Distraction Burglary
Constabulary: Merseyside Constabulary: Essex

FOR INTERNAL POLICE EVALUATION ONLY.NOT FOR PUBLIC OR ME
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Studies on EFIT-V composite images

e Composite creating participants were found to 1.5x more likely to correctly
identify a target face from a police line-up than control participants (Davis,
2014). - -

60" 80"
9’6" | 5'6”

e Morphs of 4 composites produced by different witnesses (between-witness
morphs) were judged better likenesses and were more frequently named
by participants who were familiar with the target faces than were morphs
of 4 composites produced by a single witness (within-witness morphs)
(Valentine, 2010).
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Current & future
work

Page 14  Privacy Enhancing Technologies for Biometric Data 2016 University of Kent



Improving cyber security using realistic
synthetic face generation

e Collaborative project between University of Haifa and
University of Kent (UK).

® The work plan comprises a novel programme of
research that questions the uniqueness of facial
identity and investigates the use of computer
generated face imagery in the area of cyber security.

® Investigators
« Rita Osadchy (Haifa)
* Orr Dunkleman (Haifa)
 Julio Hernandez-Castro (Kent)
« Stuart Gibson (Kent)
* Chris Solomon (Kent)
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Privacy issues relating to individuals in the
training set

® Face model generates new instances of
faces as linear combinations of training
Images.

e \What are the implications for individuals
In the training set?

e Aim to show that the face model entropy
Is sufficiently high to avoid legalistic
Issues and wrongful arrest.
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