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Can you 3D print drugs?

The technology exists, and while the hope is to make prescription drug distribution morg
there's also a dark side to the novel idea

By Chris Gayomali June 26, 2013 w8 COMMENTS [FEilike 86 Sha




Gun Control?
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On free speech in an electronic age

Technologies of
Fréedom

Ithiel de Sola Pool

Winner of the 1984 Gladys M. Kammerer Award
of the American Political Science Association







Imagine a World
Without Free Knowledge

FOIOVEr & decade, we have spent millions of h
pulaing the largest encyelopedia in human histor
jight now, the US, Congres:

legisiation that could fatall

open Intemet. For 24 hout

are blacking out Wikipedia. Leam more Jan 2012

Contact your representatives.

Your ZIP code - Look up

SOPA Blackout

Stop Online Piracy Act




THE DARK SIDE OF
INTERNET FREEDOM
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DELUSION

EVGENY MOROZOV
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PRISM/US-984XN
Overview

OR

The SIGAD Used Most in NSA Reporting
Overview

k Derived From: NSA/CSSM 1-52
Dated: 20070108
Deciassify On: 20360901
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April 2013
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Social construction



Technology

A Technological determinism
A Social construction of technology
A Science, Technology and Society (STS)

I How social, political and cultural values affect
technological innovation

I How technological developments affect society, politics
and culture
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Law Shapes Technology

Alntellectual property laws
ARestrictions on R&D
ALiability rules
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About PbD

Privacy by Design

Privacy by Design is a framework that was developed by the Information and Privacy Commissioner of Ontario,
Canada, Dr. Ann Cavoukian. Privacy by Design advances the view that the future of privacy cannot be assured
by compliance with legislation and regulatory frameworks; rather, privacy assurance must become an organiza
default mode of operation.




Law and Technology

AThe law responds to technological
challenges

AThe law shapes new technologies
ATechnology substitutes for law



BIOMETRIC DATA FOR
COMMERCIAL PURPOSE



Facebool@ ecosystem

Fb Messenger’s Facial Recognition “P
Reminds You To Send Friends Photos

Josh Constine | @joshconstine

* MAECDOEEE0ME

We are busy and lazy, so we forget to send friends the photos we take of them. But
Facebook Messenger’s newest feature Photo Magic scans your newly taken photos with

facial recognition, and immediately notifies you with an option to send pics to friends that
are in them. The test is rolling out in Australia today on Android and later this week on
I0S, before reaching other countries if people enjoy it. Chief Messenger David Marcus
says it will be available in the US soon.
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What Is informational privacy?
a Muddy Concept

A My house is my castle??

A A Right to be Let Alon@Narren & Brandeis].890
A Privacy (of people) in places

A Privacy in communications

A Privacy in public?

A Privacy as control

A Privacy expectation

A Contextual privacy

A Not confidentiality

A Not data security




Why protect privacy in data?

A Different levels
| Collection of data
| Storage, processing
I Use, distributed, accessed

AConcerns

I Autonomous choices?

I Chilling effect

I Power, vulnerabllity to manipulation
I Equality, discriminatory use

I Social control



A VirtualPanopticon




How the law protects privacy?



EU: Data

A A compre
I Persona

Protection Directive df995

nensive approach
data: "any information relating to an

Identifieo

or identifiable natural person.”

I Optini informed consent

I Fair and
I Purpose

lawful processing
limitation

I Data minimization, storage minimization
I Accuracy, revision, deletion

A Reform expecte@016

I EU General Data Protection Regulation
APrivacy by Design, Privacy by Default
ABiometric data



Israell Data Protection Law

A Constitutional protection of privacy

A Privacy Act1981

A Data Collectors duties:
I Registration (8)
I Notice (s.11)
A |s there a duty to provide data?

A Purpose
A Onward transfers & purpose

Confidentiality (s.16)
Data security (s17)
Enable access ($3)
Enable correction (4.4)



US

Public Sector Private Sector
A US Constitution A ..

A State Constitutions A ..

A Federal Law A Federal Law
A State Law A State Law

A Common Law A Common Law



U.S: Privacy in Commerce

A Informational privacy is the exception
I Supply & demand, except market failures
I Contracts, ToU, voluntary guidelines

A Federal law: sectorial regulation
I Health
I Finance
I Children's Online Privacy Protection Act b98
I Video Privacy Act
I Family Educational Rights and Privacy Act



US: Commercial Use of Biometrics

A Federal Law
I No general law on collection/use of BD

I lawsregulatingcollection/useof biometric
identifiers in specificontexts (e.g., education).

I FTC regulation against unfair or deceptive
practices

A State legislation
I Blometric Information Privacy Ac2008(lllinois)

I Section35.500f the Business & Commerce Code
(biometric identifiers) Texas)
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Legislation & Laws Senate House My Legislation Site Map

Bills & Resolutions lllinois Compiled Statutes

Compiled Statutes Back to Act Listing Public Acts Search Guide Disclaimer Printer-Friendly Version
FPublic Acts

Informati intained by the Legislative Reference Bureau

Legislative Reports Updating the database of the lllinois Compiled Statutes (ILCS) is an ongoing process. Recent laws
. may not yet be included in the ILCS database, but they are found on this site as Public Acts soon

IL Constitution after they become law. For information conceming the relationship between statutes and Public Acts,

Legislative Guide refer to the Guide.

Because the statute database is maintained primarily for legislative drafting purposes, statutory
changes are sometimes included in the statute database before they take effect. If the source note at
the end of a Section of the statutes includes a Public Act that has not yet taken effect. the version of
Search By Number the law that is currently in effect may have already been removed from the database and you should
(example: HBOOO1) refer to that Public Act to see the changes made to the current law

Legislative Glossary

CIVIL LIABILITIES

Go S hTi
O SEAEERS | (740 ILCS 14)) Biometric Information Privacy Act.

(740 TLCS 14/1)
S5ec. 1. 5hort title.
Biometric Information Priwvacy
Go (3curce: P.L. 95-2%4, =ff.

Search Tips

Search By Keyword This RAct may be cited as the

(740 ILCS 14/5)
Advanced Search Sec. 5. Legislative findings; intent. The General Assembly
- finds all of the following:

12 use of biometrice is growing in the business and
screening sectors and appears to promise streamlined

1 inancial transactions and security screenings.

8 (k) Major national corporations have selected the City of
Chicago and o r locations in this State as pileot testing
sites for new applications of biometric-facilitated financial
transactions, including finger-scan technologies at grocery
stores, gas stations, and school cafeterias.

(c) Biometrics are nlike other unigus identifiers that
are used to access finances or other sensitive information.
For example, social sec t wumbers, when compromised, can be
changed. Biometrics, however, are bioclogically
individual; therefore, once compromised, the
heightened risk for identicy

unigue to the
ividual has no
v thefr, and is

recourse, is at
likely to with from biometric-facilitated transactions.

{d) An overwhelming majority of members of the puklic are
weary of the use of biometrics n such information is tied
to finances and other personal information.

(e} Despite limited State law regulating the collection,
use, safeguarding, and storage of biometrics, m ; menbers of

the public are deterred from partaking in biometric
identifier-facilitated transactions.

(£) The full ramifications of biometric technology are not -
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Biometric Information Privacy Act (lllinois)

c Scope

¢ "Blometric identifier" means a retina or iris scan, fingerprint,
voiceprint, or scan of hand or face geometry.

c Notice & Consent

¢ Awritten noticel) the collection of BI2) the specific purposes and
length of collection, storage and u&ea written release from data
subject.

¢ Publicly available written policy
¢ Limited retention

¢ Up to3years from last interaction with the business
¢ No sell or otherwise profit from Bl

¢ Data security

¢ Abusiness must protect biometric data in the same manner as it woulc
other confidential and sensitive information in its possession.

¢ Damages
¢ $1,000per person for negligenc® ®00for intentional/reckless
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International Business Times. Subseribe

Facebook Keeps Getting Sued Over

Face-Recognition Software, And
Privacy Groups Say We Should Be Eversthiig Yot Nead To
Paying More Attention Kooy, RigtNow.

e BT Pulse Newsletter keeps yoL

BY CHRISTOPHER ZARA ON 09/03/15 AT 3:49 PM

Frederick William Gullen v. Facebook, Inc. 31 August, 2015)



Shutterfly. In Norberg v. Shutterfly, Inc. (June 17, 2015)



