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Abstract. Recently, Naito [ToSC 2017, Issue 2] proposed XKX, a tweak-
able blockcipher (TBC) based on a blockcipher (BC). It offers efficient
authenticated encryption with associated data (AEAD) schemes with
beyond-birthday-bound (BBB) security, by combining with efficient TBC-
based AEAD schemes such as ©CB3. In the resultant schemes, for each
data block, a BC is called once. The security bound is roughly £%q/2" +
0% /2™ + 0% /2", where n is the block size of the BC in bits, £ is the
number of BC calls by a query, ¢ is the number of queries, o4 is the
number of BC calls handing associated data by encryption queries, and
op is the number of BC calls by decryption queries. Hence, assuming
loa,0p < 27/% the AEAD schemes achieve BBB security. However,
the birthday terms 0% /2", 0% /2™ might become dominant, for example,
when n is small such as n = 64 and when DoS attacks are performed.
The birthday terms are introduced due to the modular proof via the
XKX’s security proof.

In this paper, in order to remove the birthday terms, we slightly modify
©CB3 called ©CB3', and directly prove the security of ©CB3" with XKX.
We show that the security bound becomes roughly £*q/2".

Keywords: Blockcipher, tweakable blockcipher, efficient authenticated
encryption, beyond-birthday-bound security

1 Introduction

Background.! Confidentiality and authenticity of data are the most important
properties to securely communicate over an insecure channel. In the symmetric-
key setting, an authenticated encryption with associated data (AEAD) scheme
ensures jointly these properties. AEAD schemes have been mainly designed from
a blockcipher (BC). In AEAD research, designing an efficient AEAD scheme is
a main theme. In efficient AEAD schemes such as OCB schemes [26, 24, 25, 13]
and OTR [20], a BC is called once for each data block? (for associated data or
a plaintext).

L Our result is an extension of the result in [21], and thus several parts of the back-
ground are reused from [21].
2 The data block is equal to the block size of the underlying BC.
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Efficient BC-based AEAD schemes have been designed by incorporating
an efficient BC-based TBC into an efficient tweakable-BC(TBC)-based AEAD
scheme: in efficient TBC-based AEAD schemes such as ©CB3 [13] and OTR [20],
a TBC is called once for each data block; in efficient BC-based TBCs such as
LRW2-type TBCs [16,25,13], a BC is called once for each query. Since the ef-
ficient BC-based TBCs have birthday-bound security, i.e., security up to 2™/2
BC calls, so are the combined schemes, where n is the block size in bits. How-
ever, birthday-bound security sometimes becomes unreliable; for example, when
a lightweight BC is used, when large amounts of data are processed, or when a
large number of connections need to be kept secure. Hence, designing an AEAD
scheme with beyond-birthday-bound (BBB) security is also important.

Landecker et al. [15] proposed a TBC called Chained LRW2 (CLRW2) with
security up to 22*/3 BC calls, where LRW2 is iterated twice. Lampe and Seurin [14]
considered a more general scheme called 7-CLRW with security up to 2"/ ("+2) BC
calls, where LRW2 is iterated r times. Using the TBCs, BC-based AEAD schemes
with BBB security can be obtained. Iwata [8] proposed an AEAD scheme with
security up to 227/3 BC calls. In the default setting of the AEAD scheme, for
each 4 data blocks, it requires 6 BC calls, and for each data block, it requires
one multiplication. Iwata and Yasuda [11,12] pointed out that a combination
of the xor of BCs [17] and the Feistel network with six rounds [22] offers BBB-
secure AEAD schemes. However, the resultant AEAD schemes require 6 BC calls
for each data block. Iwata and Minematsu [10] proposed AEAD schemes with
security up to 27/ ("+1) BC calls, where for each data block, a BC is called r
times, and a tag is generated by using r almost XOR universal hash functions.
These AEAD schemes have BBB security but are not efficient.

Recently, Naito [21] proposed XKX, a BC-based TBC that offers efficient
nonce-based AEAD schemes with BBB security, by combining with ©CB3 or
OTR. XKX is a combination of Minematsu’s TBC Min [19] and LRW2, where a
BC’s key is defined by using a pseudorandom function (PRF) whose input is a
nonce, and then a data block is encrypted by LRW2 with the nonce dependent
key.? In XKX-based ©CB3 (or OTR), for each query, after the nonce dependent
key is defined, a BC is called once for each data block. The security bounds
of the XKX based AEAD schemes are roughly (2q/2" + % /2" + 0% /2", where
¢ is the number of BC calls by a query, ¢ is the number of queries, g4 is the
number of BC calls handing associated data by encryption queries, and op is
the number of BC calls by decryption queries.* Hence, if ¢,04,0p < 2*/2, the
AEAD schemes have BBB security.

3 He gave BC-based instantiations of the PRF; the XOR of BCs and the concatenation.
The PRF advantage of the XOR is roughly ¢/2". The PRF advantage of the con-
catenation is roughly q2/2". Using these instantiations, these terms are introduced
in the security bounds of the XKX-based AEAD schemes.

4 More precisely, (the PRF-security advantage) and ¢x(the strong pseudo-random
permutation advantage) are defined in the security bound. For simplicity, assume
that these terms are negligible.
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Motivation. The birthday terms 0% /2", 0% /2™ might become dominant, when
n is small e.g., n = 64. Security bounds define a span of changing a key, and if
the threshold is e.g., 1/22° (a key is changed when a security bound reaches the
threshold), the security bound reaches the threshold when o4 = 222 or op = 222
which might cause frequent key updates due to DoS attacks.

The reason why the birthday terms are introduced is the modular proof,
which is a combination of the security proofs of ©CB3 (or OTR) and of XKX. In
the security bound of XKX, the term v2?/2" is defined, where v is the number of
BC calls with the same key. Hence, the birthday term ¢ /2" is introduced, since
in the AEAD schemes, the same BC’s key is used for every associated data block.
The birthday term 0% /2" is introduced, since an adversary can make decryption
queries with the same nonce (i.e, the corresponding BC’s keys are the same).

Instead of the modular proof, the birthday terms might be removed by di-
rectly proving the security of the AEAD scheme. However, it might be be hard.
In XKX-based ©CB3, the checksum of plaintext blocks is encrypted, associated
data is hashed, and the tag is defined by XOR-ing the encrypted checksum with
the hash value. For this construction, an adversary can make decryption queries
where the encrypted checksums are the same, and thus the randomnesses of the
tags depend on the hash values. Since the BC’s key to handle associated data
(to define hash values) is fixed, the birthday term regarding associated data by
decryption queries might remain in the security bound due to the PRF-PRP
switch for the BC’s outputs.

Our Result. In order to remove the birthday terms, we slightly modify XKX-
based ©CB3 called ©CB3', and then directly prove the security of OCB3'". In
this modification, the hash value is XOR~ed with the checksum (instead of the
encrypted checksum). Hence, one does not need to consider the randomnesses
of hash values. We show that the birthday terms can be removed, that is, the
security bound becomes roughly ¢2q/2". Note that in this modification, since
one does not need to keep a hash value when generating a tag, the memory size
can be reduced by the hash value.

Related Works. Mennink [18] proposed two TBCs with BBB security in the
ideal cipher model (ICM). Wang et al. [27] generalized his TBCs and gave 32
TBCs with BBB security in the ICM, where some of the TBCs offer efficient
AEAD schemes with BBB security in the ICM. Note that our target scheme is
an efficient AEAD scheme with BBB security in the standard model.

Organization. In Section 2, we start by giving notations and security defini-
tions. In Section 3, we give the previous result for XKX, where the specifications
of XKX schemes and the security results are given. In Section 4, we give our result,
where the specification of ©CB3' with XKX, the security bounds, and the proofs
are given. In Section 5, we give how to realize ©CB3' with XKX from only a BC
with respect to the PRF (in Min) and the almost XOR universal hash function
(in LRW2). Finally, in Section 6, we give a conclusion of this paper.
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2 Preliminaries

2.1 Notations

{0,1}* denotes the set of all bit strings, and A denotes the empty string. For a
natural integer n, {0,1}" denotes the set of n-bit strings, and 0™ denotes the
bit string of n-bit zeroes. We write [i] := {1,2,...,i} for a positive integer i.
For a finite set X, = & X means that an element is randomly drawn from
X and is assigned to xz. For a bit string = and a set X, |z| and |X| denote
the bit length of x and the number of elements in X', respectively. For a bit
string x and an integer i < |x|, [z]° denotes the first i-bit string of x. For a
bit string M, My, ..., My, M, <~ M means that M is partitioned into n-bit
strings M, ..., M,, and (M| — mn)-bit string M, such that |M,| < n and
M = M|l ... ||Mpy||M.. Let Perm(B) be the set of all permutations over a non-
empty set B. A random permutation over B is defined as P & Perm(B). The
inverse is denoted by P~!. For an adversary A with oracle access to O, its output
is denoted by A®. In this paper, an adversary is a computationally bounded
algorithm and the resource is measured in terms of time and query complexities.

2.2 Definitions of (Tweakable) Blockciphers

Blockcipher (BC). A BC E : K x B — B is a family of permutations over
the set of blocks B indexed by the set of keys K. Ex(-) denotes the encryption
function E having a key K € K. The decryption function is denoted by E~!, and
Ef(l denotes E~! having a key K € K, and becomes the inverse permutation of
Ex. BC(K, B) denotes the set of all encryptions of BCs.

We consider Strong-Pseudo-Random Permutation (SPRP) security. The ad-
vantage function of an sprp-adversary A that outputs a bit are defined as

AdvEP(A) =Pr[K & C; AP Fi" = 1] = Pr[P & Perm(B); APPT = 1]

where the probabilities are taken over A, K and P. We say A is a (g, t)-sprp-
adversary if A makes ¢ queries and runs in time t.

Tweakable Blockcipher (TBC). A TBC E : K x TW x B — B is a family of
permutations over the set of blocks B indexed by the set of keys K and the set
of tweaks TW. Ek (tw,-) denotes the encryption of E having a key K € K and
a tweak tw € TW. The decryption function is denoted by Eil, and Ef(l (tw,-)
is the inverse permutation of Ex (tw, ).

We consider Tweakable-Strong-Pseudo-Random Permutation (TSPRP) se-
curity. Let Igé?r/n(’TW, B) be the set of all tweakable permutations with the sets
of tweaks TW and of blocks B, where P € P/e\ra(TW,B) is a family of per-
mutations over B indexed by TW, and a tweakable RP (TRP) is defined as
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P& Igé?r;(TVV7 B). The inverse is denoted by P~1. The advantage function of
a tsprp-adversary A that outputs a bit is defined as

AdvEP(A) =Pr [K & [ AP PR = 1) - Pr [P & Perm(TW, B ATF T = 1]

where the probabilities are taken over A, K and P. We say A is a (g, t)-tsprp-
adversary if A makes at most g queries and runs in time t.

2.3 Definition of Pseudo-Random Function

Let Func(X,)) be the set of all functions from a set X to a set Y. Let F C
Func(X,)) be a family of functions that maps X to ). We consider Pseudo-
Random-Function (PRF) security of F that is indistinguishability from a ran-

dom function (RF), where an RF is defined as f & Func(X,)). The advantage
function of a prf-adversary A that outputs a bit is defined as

Adv(A) = Pr[F & F AT = 1] - Prff & Func(X,V); A =1]

where the probabilities are taken over A, F' and f. We say A is a (g¢,t)-prf-
adversary if A makes at most ¢ queries and runs in time t.

2.4 Definition of Nonce-Based Authenticated Encryption with
Associated Data

In this paper, we consider nonce-based authenticated encryption with associated
data (nAEAD) schemes. The syntax and the definition of nAEAD schemes are
given below.

An nAEAD scheme IT is a pair of encryption and decryption algorithms
IT = (I1.Enc, [1.Dec). K, N, M,C, A and T are the sets of keys, nonces, messages,
ciphertexts, associated data and tags of the nAEAD scheme. The encryption
algorithm with a key K € K, Il.LEnc, takes a nonce N € N, associated data A €
A, and a plaintext M € M. IL.LEnck (N, A, M) returns, deterministically, a pair of
a ciphertext C' € C and a tag T' € T. The decryption algorithm with a key K € IC,
I.Deck, takes a tuple (N, A,C,T) € N x AxCxT.Il.Deck (N, A, C,T) returns,
deterministically, either the distinguished invalid symbol L or a plaintext M €
M. We require [IL.LEncg (N, A, M)| = [ILEnck (N, A, M')| when |M| = |M'|.

We follow the security definition in [1, 24] that considers privacy and authen-
ticity of an nAEAD scheme II. The privacy advantage of an adversary A that
outputs a bit is defined as

AdvPV(A) = Pr[K & K AT — 1] — Pr[AS = 1] |

where a random-bits oracle $ has the same interface as II.Ency, and for query
(N, A, M) returns a random bit string of length |II.Encg (N, A, M)|. The au-
thenticity advantage of an adversary A is defined as

Adv¥™(A) = Pr[K & JC; ATl EnerllDeck forgeg)
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where “Al-Enck,Il.Deck forges” means that A makes a query to II.Deck whose
response is not L. We call queries to II.Encg “encryption queries,” and those to
[I.Deck “decryption queries.” We demand that A is nonce-respecting, namely,
never asks two encryption queries with the same nonce, that A never asks a
decryption query (N, A, C,T) such that there is no prior encryption query with
(C,T) =IL.LEnck (N, A, M), and that A never repeats a query.

2.5 Definition of Almost XOR Universal Hash Function

We will need a class of non-cryptographic functions called universal hash func-
tions [4] defined as follows.

Definition 1. Let H be a family of functions from (some set) TWesr to {0,1}"
indexed by the set of keys K. H is said to be (€,0)-almost XOR universal ((€,0)-

AXU) if for any ¢ € {0,1}™ and ctr,ctr’ € TWey, with ctr # ctr’, Pr[H En.
H(ctr)® H(ctr') = c] < € and Pr[H En. H(ctr)y=¢] <9 .

3 XK and XKX [21]

3.1 Specification

XK and XKX are a combination of Minematsu’s TBC Min [19] and Liskov et al.’s
TBC LRW2 [16]. Let n and k be positive integers, and TWy and TW,,. non-
empty sets. Let 7 C Func(TWx, {0,1}*) and H C Func(TWesr, {0,1}7) be
families of functions used in XK and XKX. Let £ € BC({0,1}*,{0,1}"), F € F
and H € H. For a tweak tw € TWy and a plaintext block M € {0,1}", the
encryption of Minematsu’s TBC is defined as

Min[E, F|(N, M) = Ex, (M) where Ky = F(N) .

For tweaks (N,ctr) € TWxn x TWe, and a plaintext M € {0,1}", the
encryption of XK is defined as

XK[E, F,h]((N,ctr), M) := Min[E, F](A ® M) where A := H(ctr) ,
and the encryption of XKX is defined as
XKX[E, F, h]((N,ctr), M) := A@®Min[E, F|(A ® M) where A := H(ctr) .

Hereafter, F' is called a first tweak function, and H is called a second tweak
function. N is called a first tweak, and ctr is called a second tweak. Note that
using XK and XKX in a scheme, the second tweak spaces of XK and of XKX should
not be overlapped with each other. The combination of XK and XKX is denoted
by XKX*.
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3.2 Security of XKX*

XKX* is a secure TSPRP [21] as long as E is a secure SPRP, F is a secure PRF,
H is AXU, an adversary does not make a decryption query to XK and does not
make queries to XKX* such that the second tweak spaces of XK and of XKX are
not overlapped with each other. The security bound is given below.

Theorem 1 (TSPRP Security of XKX* [21]). Assume that H is (e,6)-AXU.
Let A be a (o,t)-tsprp-adversary that does not make a decryption query to XK.
Here, q is the number of distinct first tweaks, and €y is the number of queries
with first tweak N € TWy. Then, there exist a (o,t+O(0))-sprp-adversary Ag
and (q,t + O(0))-prf-adversary Ap such that

AdvEP (A)<q- AdvE®(Ag) + Advg_ff(AF) + Z 0% -max{e, 0} .
NeN

3.3 XKX*-based AEAD schemes

In [21], XKX* is applied to TBC-based nAEAD schemes such as ©CB3 [13] and
OTR [20]. Consider ©CB3 with XKX*. In ©CB3, each plaintext block is encrypted
by the TBC, where a nonce and a counter are inputted as a tweak, and then
the checksum of the plaintext blocks are encrypted. Each associated data block
is encrypted by the TBC, where a counter is inputted as a tweak, and then a
hash value is defined as the xor of the encrypted values. Finally, a tag is defined
as the xor of the encrypted checksum and the hash value. In [21], the security
bounds of ©CB3 with XKX* are given by using Theorem 1. Here, we assume that
an adversary makes ge encryption queries and ¢ queries such that the number of
BC calls of handing associated data by encryption queries is 04 and the number
of BC calls by decryption queries is op. For simplicity, we fix ¢ the number
of BC calls by a query, and use the optimal parameters for H: e = § = 1/2™.
Regarding the privacy, for each query to ©CB3 with XKX*, the BC’s key to take
plaintext blocks and the checksum is changed, whereas the BC’s key to handle
associated data is fixed. Hence, using Theorem 1, the privacy bound becomes
roughly (2ge /2™ + 0% /2". Regarding the authenticity, when an adversary can
make decryption queries with the same nonce, the BC’s keys to take ciphertext
blocks and the checksums by decryption queries are the same. Hence, using
Theorem 1, the term 0% /2" is introduced in addition to £?ge /2" + 0% /2", that
is, the authenticity bound becomes roughly ¢2q/2" + (0% +0%,)/2". Note that we
assume that the terms ¢- Adv2®(Ag) and Adv’ (A ) are negligible compared
with other terms.

4 Our Result: Improved Security Bound of XKX*-based
nAEAD scheme

In stead of the modular proof via XKX’s result (Theorem 1), the birthday terms
0% /2" and 0% /2" might be removed by directly proving the security of the
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Byl Byz BY3 trunc ﬁ
C, C, C, %& M. *

C.
Fig. 1. ©CB3' Enc where Ko + F(0) and Ky + F(N).

l

XKX*-based nAEAD scheme. However, as mentioned in Section 1, it might be
hard. When an adversary makes decryption queries with the same nonce, the
encrypted checksums are the same. Thus, the randomnesses of the tags depend
on the hash values of associated data. Since the BC’s key to handle associated
data is fixed, the birthday term regarding associated data by decryption queries
might be introduced due to the PRF-PRP switch for the BC’s outputs.

In this paper, in order to remove the birthday terms, we modify ©CB3, where
the has value is XOR-ed with the checksum (instead of the encrypted checksum).
We call the variant ©CB3'. Note that by this modification, the memory size is
reduced by the hash value, since one does not keep a hash value of associated
data when the checksum is encrypted.

4.1 Specification of XKX*-based ©@CB3'

We give the specification of ©CB3' with XKX* by following the notations in [13].
For simplicity, we call it OCB3'. Let N be the set of nonces of ©CB3' such that
0 ¢ N. The sets of first tweaks and of second tweaks of XKX* are defined as
TWnx := N U{0}
TWetr := N3 U(Ng x {x}) U (Ng x {$}) U (No x {*$}) UN; U (Ng x {*})
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A

lgorithm 1 OCB3'

Encryption ©CB3".Enc(N, A, M)

9:
10:
11:
12:
13:

1
2
3
4:
5:
6
7
8

X« @CB3T.Hash(A); KN <+ F(N); Co <= X; My, ..., My, M. & M
: for i =1 tom do
Y+ XM
end for
. if M, = X then
T [Brey (£ @ Hm, $))|"
: else
Pad < Ek, (0" @ H(m, *))
C. « [Pad]'™ & M,; ¥ + ¥ © M.||10*
T By (5@ H(m, +8))]"
end if
return (Ci| - ||Cw||Cx, T)

> XKX

> XK

> XK

Decryption ©CB3f.Dec(N, A, M, T)

S I A o e

: ¥+ OCB3' Hash(A); Kn + F(N); My < X; C1,...,Cp,Ce & C
: for i =1 tom do
M; « B (C; & H(i)) & H(i)
2« ) & Mi
end for
if M, = X then
T* « [Exy (X ® H(m,$))|"
else
Pad < Ek, (0" @ H(m, %))
C. « [Pad|™Ml @ M,; ¥ + ¥ ® M.|[10*
T*  [Brey (£ @ H(m, +)))"
: end if
1 if T =T then return M| - - - | Mn || M.
: if T # T then return |

> XKX

> XK

> XK

Subroutine ©CB3' Hash(A)

Ko F(0); X4 < 0"; Ax,..., Ag, A <& A
fori=1toado X4+ Y4 ® Ex,(A; ® H(3))

if A, 75 A then Y4 + X4 @EKO(A*HH)* (&) H(Z,*))
return X4

> XK
> XK
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where Ny and Ny are positive and nonnegative integers, respectively. “0” is used
to define a BC’s key to handle associated data. Hence, OCB3' uses six types
of permutations with tweaks (N, i), (N,4,%), (N,4,$), (N,i,*8$), (i), and (7, *).
The first two permutations are used to encrypt plaintext blocks. The next two
permutations are used to generate a tag. The last two permutations are used to
handle associated data. In each procedure, the latter permutation is used to avoid
an additional permutation call by the padding. The sets of keys, associated data,
plaintexts and ciphertexts of OCB3' is defined as K := {0,1}*, A := {0,1}*,
M :={0,1}* and C := {0,1}*. In ©CB3', plaintext blocks are encrypted by XKX,
and other data blocks (a checksum and associated data blocks) are encrypted
by XK. In ©CB3, a one-zero padding 10* is used, where X||10* is a bit string
that 1 is appended to the bit string X and an appropriate number of bits 0 is
appended so that the bit length becomes n. OCB3' is specified in Algorithm 1
and is illustrated in Fig. 1.

4.2 Security Bounds of @CB3'
The adversarial parameters are defined as follows.

— @g: the number of encryption queries.

— qp: the number of decryption queries.

— ¢ =g +qp.

— o0¢: the number of BC calls by encryption queries.

— o0 the number of BC calls by all queries.

— ly,o: the number of BC calls in OCB3' Hash at the a-th encryption query,
where a € [gg].

— ln,5: the number of BC calls in OCB3' Hash at the -th decryption query,
where 3 € [gp].

— {lg,q: the number of BC calls except for those in OCB3' Hash at the a-th
encryption query, where a € [ge].

— Ipp: the number of BC calls except for those in ©CB3'.Hash at the S-th
decryption query, where 8 € [¢p].

— lpﬂ = lH_ﬂ + Ip,g, where RS [qp].

— {g := max{lg o|c € [ge]}-

— Ip = max{lD,g\,B € [qp]}.

— le = max{lgq + lhola € [ge]}-

—lp:= max{loﬁ + lH”@|ﬁ S [qp]}.

Theorem 2 (Privacy of ©CB3"). Assume that H is (e,0)-AXU. Let A be
a priv-adversary that runs in time t. Then, there exist a (og,t + O(og))-sprp-
adversary Ag and (qe,t + O(og))-prf-adversary Ap such that

qe
AdvyiLai(A) < ge - AdvEP(Ag) + Advﬁgf(AF) i Z (2, -max{e, 6} .
a=1
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Theorem 3 (Authenticity of ©CB3"). Assume that H is (e,0)-AXU. Let A
be a auth-adversary that runs in time t. Then, there exist a (o,t + O(0))-sprp-
adversary Ag and (q,t + O(0))-prf-adversary A such that

Adv2h. <(g+1) - AdvEP(Ag) + AdvY (Ar)

qp(2"77 + 2)

9D
) (e 2 o - 2% € .
(s +1p) | e ap +D e

B=1

Before giving the security proofs, we study the security bounds. Assume that the
SPRP-security and PRF-security terms are negligible, which can be achieved by
using a BC with a long-size key such as k = 2n (See Section 6 in [21] for the
detail). For simplicity, we fix £ the number of blockcipher calls by a query, and use
the optimal parameters for H: e = 6 = 1/2™. Then, the privacy bound becomes
roughly (2ge /2", since lg, < (. Regarding the authenticity bound, the term

% becomes roughly ¢/27 and the terms (¢g +¢3) - gp - €+ Z%’;l 203, 5 €
become roughly ¢(?qp /2", since (g, ln,lp s < £. Hence, the authenticity bound
becomes roughly ¢/27 + (2qp /2", and assuming q/27 < (?qp/2", it is roughly
?qp/2". Hence the birthday terms o%/2", 0% /2" are absent in the security

bounds.

4.3 Proof of Theorem 2

Firstly, XKX* except for XK in ©CB3' Hash are replaced with a TRP P&
Perm(TWn X TWetr, {0,1}™). In this replacement, from Theorem 1, the fol-
lowing terms are introduced.

ae
qe - AdvEP(Ag) + Advsrrf(AF) + Z (¢, - max{e,d}
a=1

In the modified @CBZiT, for each encryption query, the output blocks are defined
by P, and for each P call, a distinct tweak is used. Thereby, all outputs are
randomly drawn (regardless of outputs of @CB?)T.Hash). Hence, the upper-bound
in Theorem 2 is obtained.

4.4 Proof of Theorem 3
Let ITy := ©CB3', and

Game0 := (F & FiH & H; Allo forges)
This game is called Game 0.

We next consider Game 1. From Game 0 to Game 1, Minematsu’s TBC, Min,
is replaced with a TRP. II; := (II;.Enc,II;.Dec) denotes the resultant scheme



12 Yusuke Naito

Algorithm 2 Scheme II;
Encryption II; .Enc(N, A, M)
: X < Ti.Hash(A); Cy < X; My, ..., M, My, <&~ M
: fori=1tomdo C; + Py(M; ® H(i)) ® H(i); ¥ < X & M,
. if M. = ) then i
T« [ﬁN(E ® H(m, $))}

1
2
3
4
5: else

6:  Pad < Py (0" ® H(m,x))
7. O. 4+ [Pad]™ ! @ M, ¥« Y@ M. |10
8

9
10

T« [ﬁN(z @ H(m, *$))] ’
: end if
: return (C1]] -+ [|Cn||Cx, T)

Decryption II;.Dec(N, A, M, T)
1: ¥ < TI;.Hash(A); My < X; C1,...,Cp,Cu <& C

2: for i =1 tom do M; « Py (C; ® H(i)) ® H(i); ¥ + X & M,
3: if M, = A then .

4 T [Pu(Z @ H(m,$))|

5: else

6:  Pad <+ Pn(0" & H(m,*));

7. Oy« [Pad]™ @ M, ¥« Y@ M, |10"

8
9
0
1

T [Pv(z e Hm, )]
: end if
: if T* =T then return M
: if T* # T then return |

Subroutine II; .Hash(A)

1: D 0" Ay, Ag, A & A

2: fori=1toado X« X & Py(A; ® H(i))

3: if A. # A then X < X & Py(A.||10* @& H(i, *))
4: return ¥

using a TRP P & Isé?r/n(TWN, {0,1}"), which is defined in Algorithm 2, where
Py(-) := P(N,-). In Game 1, the following event is considered.

Gamel := (ﬁ & Ige\r_rTw(TV\/]\f7 {0,1}"); H & H; Al forges)

Pr[Game0] — Pr[Gamel] can be upper-bounded by using the following lemma.

Lemma 1 (TSPRP-Security of Min [19]). Let A be a (u,t)-tsprp-adversary
whose queries include v distinct tweaks in TW . Then there exist a (u, t+0(u))-
sprp-adversary Ag and a (v,t + O(p))-prf-adversary A such that

AdvPP(A) <v-AdvPP(Ap) + AdvY (Ap) .

Min



Improved XKX-based AEAD Scheme: Removing the Birthday Terms 13

Hence, Min can be replaced with a TRP P & P/e?r/n(TWN, {0,1}™) with the
above security loss where v = ¢+ 1 and p = o, that is,

Pr[Game0] — Pr[Gamel] < (¢ + 1) - AdvEP(Ap) + Adv (Ar) . (1)

Next, Pr[Gamel] is upper-bounded. The probability can be upper-bounded
by the similar analysis as PMAC [3] that considers a collision in inputs to Py
that define tags. If no such collision occurs, all tags are randomly drawn from
roughly 2" values, thereby the probability that A forgers is roughly ¢p/2". In
the following, the detailed analysis of Pr[Gamel] is given.

Analysis of Gamel. Let z; := M; @ H(3), y; := C; © H(3), x. = H(j,*),
xg = XPH(m,$) (if My, = N\); zg := YPH(m,*$) (if M, # N), w; := A;&H(i),
and w, = A,||10* ® H(a,*). See also Fig. 1 for these notations. Note that z,
is absent if M, = A. We first consider the case where A forges at the p-th
decryption query where /3 € [¢p]. The event is denoted by Forge[3]. Hereafter, a
value v defined at the 5-th decryption query is denoted by ©. Then the following
cases are considered.

e Case 1: N is new, i.e., N is distinct from all nonces defined at the previous
encryption queries. In this case, the following cases are considered. _

— Subcase 1-1: &g & {Z1,%2,...,3m,T«}. Since &g is a new input to Py, the
output 71" is randomly drawn from at least 2" — Ip values, thereby we have
Pr[Forge[f]] < 1/(2" — Ip).

— Subcase 1-2: &g € {#1,%2,...,%m,%«}. In this case, Pr[Forge[]] is upper-
bounded by the probability that Subase 1-2 occurs. Assume that Zg5 = #; where
&; € {#1,%2,. .., By, Tu}. Tg has the form &g = X'® H (tws), and 2; has the form

#; = M; © H(tw;) where twg # tw;. g = &; implies that
2 D H(t’zu$) = Mz D H(t’zui) = H(t&)$) D H(t’ZUZ) = ZA' D MZ‘,
Since H is e-AXU, the probability that Subcase 1-2 occurs is at most lp g - €.

e Case 2: N is not new. In this case, the following cases are considered. Assume
that the nonce defined at the a-th encryption query equals N, where o € lqe]-
Note that since A is nonce-respecting, the number of encryption queries whose
nonces equal N is at most 1. Hereafter, a value v defined at the a-th encryption
query is denoted by v.

— Subcase 2-1: &g & {&1, &2, ..., B, Ty T1, T, - . ., Ty T, Tg }- Since g is a new
input to Py, the output is randomly drawn from at least 2" — (¢g +Ip), thereby
Pr[Forge[S]] < 2"~ 7 /(2" — (b + Ip)).

— Subcase 2-2: &g € {&1, o, ..., T, Tx, T1, T2, ..., Tm, Tx}. Assume that Tg =
a’ where o’ € {&1,%9,...,Tm,%x,T1, T2, ..., Tm, T« &g has the form &g = PN
H(twg), and 2’ has the form 2’ = X’ @ H(tw') for some n-bit value X’ such that

twy # tw'. g = =’ implies that

3@ H(tws) = X' @ H(tw') = H(twg) ® H(tw') = X ® X' .
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Pr[Forge[d]] is upper-bounded by the collision probability. Since H is (e, §)-AXU,
the collision probability is at most (¢g,o + lp g —2) - €.

— Subcase 2-3: &g = &g and twg # twg. &, has the form 2, = ¥ @& H (twg), and
7, has the form z, = ¥ @ H(twg). &, = 7, implies that

2@ H(twg) = £ @ H(tws) = H(twg) ® H(twg) = X @ 5.

Pr[Forge|[]] is upper-bounded by the collision probability. Since H is (¢, 6)-AXU,
the collision probability is at most e.

— Subcase 2-4: &g = Ty and twg = twg and A = A. In this case, ¥ = ¥, and
by twg = twg, 1 = m and lg , = Ip g are satisfied. Let I := {1,2,...,m}. We
remove trivial induces from I, i.e., induces ¢ € I such that M; = M; are removed.
The resultant subset is denoted by I’. Then

Y=o (@ Mz> @ P @11, Hash(A) = <@ ]\_42) @ P @11, .Hash(A)
i=1 i=1
@(@Mi@Mz)PEBP (2)
el
where P = M,|[10* or 0", and P = M, ||10* or 0™. Pr[Forge[3]] is upper-bounded
by Pr[(2)] (the probability that (2) is satisfied).
Pr[(2)] is upper-bounded. By A = A, C' # C is satisfied, and thus I’ # ) is

satisfied. Let ) := {g;|i € I'} and Y := {§;,%:|i € I'} be multisets for I’. The
following cases are considered.

— The first case is 35t € V,yf € \{g} s.t. gt = ¢, In this case, Pr[(2)]
is upper-bounded by the probability that ' = y*. ¢t has the form §f =
Ct o H(t&JT), and y* has the form y! = Ct @ H(tw'), where tow' # tw'.
gt =y implies that

¢t Hitw') = cte Hitw') & Hitw') @ H(tw!) = 6T o CF .

Since |V| < Ips — 1, |Y| < 2lps — 3 and H is (e,6)-AXU, in this case,
Pr((2)] < (lps —1)(2lp,s — 3) - €.

— The second case is VT € Y,y € V\{§T} : 4T # ¢*. In this case, T € Y is
a new input to Pjgl, and thus the output is randomly drawn from at least
2" — |p values. Hence, in this case, Pr[(2)] < 1/(2" — Ip).

— Subcase 2-5: &g = Zg and twg = twg and A # A. In this case, ¥ = ¥ and
m = m are satisfied. Let I := {1,2,...,max{a,a}, «x} be the set of induces for
associated data blocks. We first remove trivial induces from I, i.e., induces i € [

st. A; = A; are removed. The resultant subset is denoted by I’. By A # A,
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I' # ( is satisfied. Then

ﬁ = 2 == (@ Mz) ) I:) EBHl.Hash(/l) = <@ Mz) (&%) P@ Hl.Hash(/_l)
i=1 =1

& 11, Hash(A) @ II; Hash(A) = (@ M; @ Mi> @PaP (3)
=1

where P = M, |10* or 0", and P = M, ||10* or 0™. Hence, Pr[Forge[]] is upper-
bounded by Pr[(3)] (the probability that (3) is satisfied), and similar to Sub-
case 2-4, the probability can be upper-bounded by considering a collision in
inputs to Py. The detail is given below. Let W := {w;, w;|i € I'} be the multiset
of inputs to ]30 in II;.Hash with respect to induces I’. Then the following cases
are considered.

— The first case is Jwt, wt € W st. wh = wt. This case is a collision in
inputs to Py. w' has the form w' = AT @ H(tw'), and w* has the form
wt = At @ H(tw?), where tw' # twt. w! = w implies that

Al @ H(tw') = A @ H(tw?) & H(tw') @ H(tw?) = AT @ A% |

In this case, Pr[(3)] is upper-bounded by the collision probability. Since H is
e-AXU, the collision probability is at most (2“'”;l“=f*) € <0.5(lH,a+1np)? €
— The second case is Vw', wt € W : w! # wi. In this case, for w' € W, Py(w)
is not canceled out and is randomly drawn from at least 2™ — (£ + 1) values,
since |W| < ly.o +1h,8 < ln + ln. We thus have Pr[(3)] < 1/(2" — (bu +1n)).

Conclusion of the Proof. From the above analyses,

1
Pr[Forge[S] A Case 1] Szn ; +lpbg-€
—lp
on—T
Pr[Forge[S] A Case 2] gm + (lea+ilppg—2)-c+e
1
+ (ZD,,B — 1)(2ZD,5 - 3) c €+
2" —Ip
1
+0.5(lh +lng) e+ —
( H, H,ﬁ) € 2n_(£H+ZH)
on—7 4 2
4 (lgq + 202 ls )
~2n — (g +lp) (e + 205, 1 b Flig) €
Qn—7 + 2

_— 2 4212 -€ .
_2n7(€£+er) +(£E+€H+ lD,ﬂ) €
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Summing the above bounds gives

Pr[Gamel] < Z Pr[Forge[f]]
B=1

9D
< Z max{Pr[Forge[] A Case 1], Pr[Forge[] A Case 2]}
p=1
9D
< Z Pr[Forge[S] A Case 2]
p=1
<w+@E+ga).qD.e+§y% e . (4)
T 2" = (le +ip) 51 ’ﬁ

Finally, the upper-bound in Theorem 3 is obtained by (1) and (4)

5 BC-based Instantiations

BC-based Instantiations of F'. As mentioned in [21], F' can be instantiated
from a BC. Let wo, w1, ..., w|k/m| € {0,1}° be distinct bit strings for a positive
integer ¢. The first tweak space is defined as TWy := {0,1}"¢. Then the
instantiations are given below.

= FO(N) = [YolYll -+ [ Yixymj1]" where ¥; = Exc(w;|N).
k
- FRW) = |(¥oe11) | (Yo@Y2) || -+ | (Yo @Y (/)| where ¥; = Bic(wi]| V),

Incorporating the above function into OCB3', “0” is defined as some bit string
consty € {0,1}"~¢ and NV := {0,1}"~°\{consty}. Note that 2¢ > |k/n] for F(),
and 2¢ — 1 > |k/n| for F(),

As mentioned in [21], the security bound of F!) is obtained by the PRP-PRF
switch [2], and that of F(?) is obtained by the security result of CENC [23,7,9].

Lemma 2 (PRF Security of F() [2]). For any (q,t)-prf-adversary A, there
exists a ([k/n| - q,t + O(q))-prp-adversary Ag such that

[k/n) - a>

prf
Adv o i1

T (A) < AdvEP(Ap) +
Lemma 3 (PRF Security of F(? [23,7,9]). For any (q,t)-prf-adversary A
such that ¢ < 2™ /134, there exists a (([k/n]| + 1)q,t + O(q))-prp-adversary Ag
such that

Adv™f

i (A) < AdviP(Ag)+ W;# .

Hence, incorporating these PRF's into XKX*, these terms are introduced into the
security bounds.
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BC-based Instantiations of H. The function H in XKX* can be instantiated
from a BC by the powering-up scheme [25], the gray-code-based scheme [13,
26], and the LFSR-based scheme [5,6]. Consider the powering-up scheme. It
uses the multiplications by 2,3 and 7 over GF(2"™). H is realized as follow.
Define L = Ex(consty) for some constant consty € {0,1}"™. Then, for a non-
negative integer i, H (i) := 2°- L, H(i,*) :=2"-3-L, H(i,$) := 2°- 7 L, and
H(i,+$) := 2°-3-7- L. Regarding the probabilities € and &, replacing Ex with
a random permutation, since L is randomly drawn from {0,1}", e =6 = 1/2"
is satisfied.

Remark. Using the above instantiation of F' and the powering-up scheme to-
gether, consty should be distinct from all inputs to the BC in F, i.e., consty #
w;||N for Vi € {0,1,...,|k/n]}, N € TWy.

6 Conclusion

In this paper, we improved the security bounds of the XKX*-based AEAD scheme.
The previous security bounds were given by the modular proof, which are roughly
Pq/2" + 0% /2" + 0% /2", where { is the number of BC calls by a query, ¢ is the
number of queries, 04 is the number of BC calls to handle associated data by
encryption queries, and op is the number of BC calls by decryption queries. The
birthday terms 0% /2", 0% /2" might become dominant, for example, when n is
small and when DoS attacks are performed. In this paper, in order to remove the
birthday terms, we modified ©CB3 called ©CB3', and proved that for ©CB3'
with XKX*, the birthday terms can be removed, i.e., the security bounds become
roughly ¢2q/2".
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