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Based on Ross Anderson’s “security engineering” chapter 20
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TELECOM SYSTEM

➢ Communication is a process in which information is transferred 
from source to destination.

➢ Information can be in any form e.g Voice, Data, Video, 
Graphics etc. Voice communication is the simplest mode of 
communication. 

➢ People also use facial expressions and body language to 
communicate with each other.

➢ Types of communication systems:

▪ electrical telegraphs.

▪ radio, mobile phones.

▪ internet.

▪ postage.
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WHY IS IT SO IMPORTANT TO SECURE 
TELECOM SYSTEMS?.

CAN WE GET A LEVEL THAT WE DON’T 
NEED TO SECURE MOBILE PHONES 

MORE?
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OUR TOM&JERRY STORY
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https://www.fortressofsolitude.co.za/tom-and-jerry-head-back-to-the-big-screen/


EARLY TELECOM SYSTEMS: 
POSTAGE,TELEGRAPHS

Postage:
➢ Postage was paid by the recipient.
➢ Unsolicited mail became a huge problem.
➢ The recipient was allowed to inspect letter and reject it 

rather than paying for it.
➢ People started sending short messages to each other on 

the covers of the letter, and then rejected it.
➢ Sender is responsible for paying for the message he sent.

Telegraph:
➢ People used The early optical telegraphs to place 

foreknowledge bets on races.
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https://colnect.com/he/stamps/stamp/535777-EEF_postage_paid-British_Military_Occupation_in_Palestine-%D7%99%D7%A9%D7%A8%D7%90%D7%9C_%D7%94%D7%9E%D7%A0%D7%93%D7%98_%D7%94%D7%91%D7%A8%D7%99%D7%98%D7%99
https://en.wikipedia.org/wiki/Optical_telegraph


ATTACKS ON EXCHANGE 
SYSTEMS:CALLBOX

• In the 1950’s, the operator in some systems had to listen for the 
sound of coins dropping on a metal plate to tell that a callbox 
customer had paid.

• Other problems:

• The operator had no way of knowing which phone a call had 
come from, so she had to ask the caller his number.

• people did it from call boxes.

• “Solution”: call box lines had a feature added to alert the 
operator if the call is camimg from a callbox.

• There was a bug: “rest” button
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https://www.mikecoopervoiceover.com/callbox-guy
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➢ Another solution:

• Exchange systems became automatic

➢Kevin Poulsen, a computer hacker/phone 
phreak from California succeeded to hack to 
these systems and get a root access 1985-1988, 
some of his actions were: 

• Calling phones for free

• Unlawful wiretapping and espionage 

• Obtaining unlisted numbers of celebrities 

• He even won a Porsche from Los Angeles radio 
station KIIS-FM

https://www.google.com/imgres?imgurl=https%3A%2F%2Fcdn04.carsforsale.com%2F3%2F608026%2F30008014%2Fthumb%2F1374158565.jpg&imgrefurl=https%3A%2F%2Fwww.carsforsale.com%2F1988-porsche-911-for-sale-in-bronx-ny-C111360-L103194&docid=glzwTDiJoQnqkM&tbnid=_rZ7AN9pmbXCaM%3A&vet=10ahUKEwiDuMLw1KbnAhWd6aYKHW-ODgMQMwhBKAMwAw..i&w=480&h=320&bih=503&biw=1024&q=Porsche%201988&ved=0ahUKEwiDuMLw1KbnAhWd6aYKHW-ODgMQMwhBKAMwAw&iact=mrc&uact=8


CLIP-ON 

physically 
attaching a 

phone to 
someone else’s 

line to steal 
their service.

In the 1970’s 
students used 

the clip-on 
method to call 

home. 

a true story!! a 
family in 

Cramlington, a 
town in the 

North East of 
England.

Drug dealer 
used their 
phone line to:

•Call his gang 
members. 

•Evade police 
surveillance.
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SOCIAL ENGINEERING
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➢It uses psychological manipulation to trick users into making security mistakes 
or giving away sensitive information.

➢What makes social engineering especially dangerous is that it relies on 
human error, rather than vulnerabilities in software and operating systems. 
Mistakes made by legitimate users are much less predictable, making them 
harder to identify and thwart than a malware-based intrusion.

➢AT&T Security example.



SOCIAL ENGINEERING 
PREVENTION

Don’t open emails and 
attachments from 
suspicious sources.

1

Use multifactor 
authentication.

2

Be wary of tempting 
offers.

3

Keep your 
antivirus/antimalware 
software updated

4
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FEATURE INTERACTION

➢Two stories of telephone manipulation involve feature interaction.
➢A number of directory-enquiry services will connect you to the number they’ve just given 

you, as a service to motorists who can’t dial while driving. 

➢ British Telecom launched a feature called ‘Ringback’. 
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MOBILE PHONES

• Since their beginnings as an expensive 
luxury in the early 1980s, mobile phones 
have become one of the big 
technological success stories.
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https://www.slideshare.net/DataReportal/digital-2019-israel-january-2019-v01


FIRST MOBILE GENERATION

➢ used analog signals with no real authentication.

➢ The handset simply sent its serial numbers in clear 
over the air link.

➢ villains built devices to capture these numbers from 
calls in the neighborhood.

➢ Cloned phones with these numbers were 
developed and sold in the black market .

➢ criminals: enterprising engineers built mobile 
phones which used a different identity for each 
call. Known as tumblers, these were particularly 
hard for the police to track.

➢ Using fake base station to steal a serial numbers.

15



FIRST MOBILE GENERATION

➢ Several heuristics were developed in order to stop the frauds.

➢Signal characteristics that arise from manufacturing variability in the handset’s 
radio transmitter were used to identify individual devices and tie them to the 
claimed serial numbers. it was used by Vodafone in the UK to almost eliminate 
cloning fraud from analogue mobiles

➢Another proposed solution was to adopt a cryptographic authentication 
protocol, but there are limits on how much can be done without changing the 
whole network.
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SECOND MOBILE 
GENERATION - GSM 
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➢Good speech quality, mobile phones adopted 
digital technology.

➢Low cost of phones.

➢International roaming.

➢Separating the Subscriber Identity from the 
Device Identity.

➢Ability to send text messages.

https://www.google.com/url?sa=i&source=images&cd=&ved=2ahUKEwifqtLR16jnAhXD0aQKHSieAcUQjRx6BAgBEAQ&url=https%3A%2F%2Fwww.dreamstime.com%2Ftraditional-cellphone-century-keypad-style-no-people-use-now-day-mobile-phone-second-generation-keyboard-image149490195&psig=AOvVaw0utEopen6xjjSCMU59WWPI&ust=1580383008088241
https://www.google.com/imgres?imgurl=https%3A%2F%2Fmedia.istockphoto.com%2Fvideos%2Fcommunicate-text-message-video-id472563307%3Fs%3D640x640&imgrefurl=https%3A%2F%2Fwww.istockphoto.com%2Fvideos%2Fflip-phone&docid=eQDEMqECkm-PXM&tbnid=ik_j0NoETKr-MM%3A&vet=12ahUKEwjxrdSx26jnAhWF3eAKHY8nBsA4ZBAzKDUwNXoECAEQbg..i&w=640&h=360&bih=503&biw=1024&q=second%20mobile%20generation%20message&ved=2ahUKEwjxrdSx26jnAhWF3eAKHY8nBsA4ZBAzKDUwNXoECAEQbg&iact=mrc&uact=8


➢Each network has two databases:

➢HLR(home location register):contains the location of its own mobiles.

➢VLR(visitor location register):contains data about mobiles that roamed in 
from other networks

➢First time using a subscriber identity module (SIM).

➢ The SIM contains three numbers:

➢personal identification number(PIN):that you use to unlock the card. In 
theory, this stops stolen mobiles being used.

➢ international mobile subscriber identification (IMSI):a unique number 
that maps on to your mobile phone number.

➢ subscriber authentication key(𝑘𝑖):a 128-bit number that serves to 
authenticate that IMSI and is known to your home network.

GSM NETWORK 
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GSM Authentication Protocol
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GSM AUTHENTICATION PROTOCOL

• Whenever the sim card is activated it sends the IMSI to 
the closest base station. -The base station authenticates 
the phone by using a challenge response protocol.
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GSM Authentication Protocol

On power-up, the SIM 
request the customer’s 

PIN.

The mobile sends the 
IMSI to the nearest base 

station.

Nearest base station 
sends the IMSI to the 

HLR.

The relationship 
between these values is 
that RAND, encrypted 

under the SIM’s 
authentication key Ki, 

gives an output which is 
SRES concatenated with 

Kc: 

HLR sends RAND,SRES,𝐾𝑐
to the nearest base 

station.

{RAND}Ki = (SRES|Kc).

The standard way to do 

this encryption is using a 

one-way function called 

Comp128, or A3/A8.

HLR generates five triplets. Each 

triplet consists of: 

RAND, a random challenge.

SRES, a response.

Kc, a ciphering key.
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5. Nearest base station 
sends RAND to the 

mobile.

6. Mobile sends RAND 
to SIM.

7. SIM sends SRES to 
mobile.

8. Mobile sends SRES 
to the nearest base 

station.

If SERS that BSC(base 
station , the cell) has is 
the same as returned 

by the device , the 
connection between 
the device and the 

network is open.
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GSM AUTHENTICATION PROTOCOL VULNERABILITIES

➢In most countries the communications between base stations and the HLR 
pass unencrypted on microwave links.

➢triples can be replayed.

➢The introduction of GSM caused significant shifts in patterns of crime 
generally.

➢the GSM system is supposed to provide two further kinds of protection  
location security and call content confidentiality.
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SO WAS MOBILE SECURITY A SUCCESS OR A 
FAILURE?

➢Whether mobile-phone security has been a success or a failure depends on whom you ask.

➢From the point of cryptography’s view : failure.

➢From the phone companies’ point of view: success.

➢From the criminals’ point of view: fine.

➢From the customer’s point of view: failure.
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MOBILE PHONES 3 RD GENERATION (UMTS):

➢The third generation of digital mobile 
phones was initially known as the 
Universal Mobile Telecommunications 
System (UMTS).

➢These systems are now available  
everywhere.

➢The security is much the same as GSM.

➢It was upgraded to deal with a number 
of GSM’s known vulnerabilities.

➢IMSI-catchers don’t work against third 
generation mobiles.
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G2 VS G3 

➢Speed: Instead of 9.6kb/s of GSM and tens of kilobits per second of GPRS, 
3gpp offers a rate of hundreds of thousands to millions of bits per second.

➢ Cryptography: A5/1, A5,2 and Comp128 in G2 were replaced with a various 
modes of operations of a block cipher called A5/3 (Kasumi) in G3.

➢ G3 protocol was public and stood public scrutiny. 

➢ Cryptography is used to protect the integrity and confidentiality of both 
message content and signaling data, the protection is from the handset to 
the main node and not just to the local base station.

➢Authentication: The authentication is two-way rather than one way, ending 
the vulnerability of rogue base stations (IMSI catchers).
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FRAUDS BY PHONE COMPANIES

➢Cramming: the company may say ‘Can we call you right back?’ and if you agree then you’re 
deemed to have accepted the charges, which are likely to be at a high premium rate. The same can 
happen if you respond to voice prompts as the call progresses.

➢Ross Anderson’s example.

➢Slamming : the unauthorized change of a subscriber’s long distance telephone service provider 
without their consent.

➢fly-by-night phone company.
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BILLING MECHANISMS

➢ The security of the billing mechanisms covers a much 
wider range of issues. For example:

I. A call detail record (CDR) is only generated once 
the calling phone goes on-hook.

II. The back-end accounting system was designed 
in the days when phone companies were sleepy 
government departments or national 
monopolies, and there were no premium-rate 
services through which real money could be 
extracted from the system.

III. The phone companies also want to be able to 
charge for relatively high value product and 
service delivery.

IV. If malware becomes widespread on mobile 
phones, then the botnet herders who control 
subverted phones will be able to pay for all sorts of 
goods and services by getting infected machines 
to send text messages.
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SO HOW CAN PHONE PAYMENT 
SYSTEMS BE IMPROVED?

ONE PROPOSED WAY OF IMPLEMENTING 
THIS IS TO INCORPORATE A MICROPAYMENT 

MECHANISM.

THE INDUSTRY’S PROPOSED SOLUTION IS TO 
REDESIGN THE CALL DATA RECORD TO 
CONTAIN A LOT MORE INFORMATION.
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ANDREW ODLYZKO
SUGGESTION
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➢Andrew Odlyzko, a scholar of phone-company 
economics, suggests the eventual way forward 
will be fixed-price contracts.

https://www.google.com/imgres?imgurl=https%3A%2F%2Fimg.wcdn.co.il%2Ff_auto%2Cw_700%2F2%2F6%2F3%2F7%2F2637817-46.jpg&imgrefurl=https%3A%2F%2Ftech.walla.co.il%2Fitem%2F3174130&docid=oCo-02--ev-KuM&tbnid=evCXVFPKFuCpjM%3A&vet=10ahUKEwiW1sCd96jnAhUEi1wKHUkQA0YQMwhRKAQwBA..i&w=700&h=426&bih=503&biw=1024&q=hot%20%D7%97%D7%91%D7%99%D7%9C%D7%95%D7%AA%20%D7%A1%D7%9C%D7%95%D7%9C%D7%A8&ved=0ahUKEwiW1sCd96jnAhUEi1wKHUkQA0YQMwhRKAQwBA&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=https%3A%2F%2Fimages.globes.co.il%2Fimages%2FNewGlobes%2Fbig_image_800%2F2017%2FUntitled-2800.20171214T120421.jpg&imgrefurl=https%3A%2F%2Fwww.globes.co.il%2Fnews%2Farticle.aspx%3Fdid%3D1001223867&docid=t2wqopVPgVqI2M&tbnid=QQx6BdLceCiQ_M%3A&vet=10ahUKEwiW1sCd96jnAhUEi1wKHUkQA0YQMwhZKAgwCA..i&w=800&h=392&bih=503&biw=1024&q=hot%20%D7%97%D7%91%D7%99%D7%9C%D7%95%D7%AA%20%D7%A1%D7%9C%D7%95%D7%9C%D7%A8&ved=0ahUKEwiW1sCd96jnAhUEi1wKHUkQA0YQMwhZKAgwCA&iact=mrc&uact=8


SUMMARY

➢ Security was added later to protect companies and then to protect clients .

➢ If security isn’t one of the building blocks, implementing it later will be hard and sometimes useless .

➢Can we get a level that we don’t need to secure mobile phones 
more?
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https://www.google.com/imgres?imgurl=https%3A%2F%2Fi.imgur.com%2F8WoWxOk.gif&imgrefurl=https%3A%2F%2Fimgur.com%2Fgallery%2FV5sH1%2Fcomment%2F667914197&docid=WTr4UFCnd62HYM&tbnid=j2XKo6Z5JmDE3M%3A&vet=12ahUKEwiHlIyl-qjnAhUONOwKHbZ7AJQ4ZBAzKFYwVnoFCAEQugE..i&w=245&h=245&bih=503&biw=1024&q=no%20reaction%20pic&ved=2ahUKEwiHlIyl-qjnAhUONOwKHbZ7AJQ4ZBAzKFYwVnoFCAEQugE&iact=mrc&uact=8
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https://www.google.com/imgres?imgurl=https%3A%2F%2Fbluecrewplumbing.com%2Fwp-content%2Fuploads%2F2015%2F07%2FThank-You-Script-1.png&imgrefurl=https%3A%2F%2Fbluecrewplumbing.com%2Fthank-you%2Fthank-you-script-1%2F&docid=C4ee0ChPkO4s9M&tbnid=PQ6kjykQ8O5BfM%3A&vet=10ahUKEwjPjM7h-ajnAhUTbcAKHSEeDh8QMwjgAShAMEA..i&w=600&h=499&bih=503&biw=1024&q=thank%20you&ved=0ahUKEwjPjM7h-ajnAhUTbcAKHSEeDh8QMwjgAShAMEA&iact=mrc&uact=8

