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Abstract. As part of a fight against ID misuse, the state of Israel has
decided to establish a biometric database storing biometric information
(fingerprints and high definition photographs) of all citizens (over the
age of 18). Obviously, such a database is a privacy and security concern
unless properly deployed and handled.

As the prominent publicly acknowledged target of this database is to
detect fraudulent individuals who are in the possession of more than one
ID, we devise a new scheme which allows identifying this behavior while
offering maximal privacy, even in the case of database leakage. At the
same time, our solution addresses the other publicly acknowledged goals
of the database, again without violating the privacy of citizens.

Our proposed solution is based on the existence of minimally trusted
blinding entities; sensitive operations are performed using a secure multi-
party computation protocol, which guarantees security as long as some
a fraction of these parties is honest. Furthermore, the protocols we use
involve a small number of participants and a simple computation, and
thus can be efficiently implemented and verified, even when the number
of individuals in the database is very large.

1 Introduction

In this paper, at a high level, we consider the following problem: Suppose we
have a very large number of people, we want to collect some data from each
of them, and we want to determine whether all of the data items are unique
(and identify duplicates if not). In general, this is an easy problem to solve using
modern database techniques, even if the number of people to be sampled is very
large. However, what if the data is private? Even more, what if we have the

* The research described in this paper was done while the second author was visiting
Microsoft Research Redmond.



additional requirement that no one should be able to test whether a particular
person’s data has been included in the database, even given access to that data?
Is there some way that we can perform this same analysis while both preserving
the participants’ privacy and maintaining the efficiency and scalability of the
basic database-based system?

Is this a real problem? Yes! In the last few months, the state of Israel has been
discussing the establishment of a biometric database which will store biometric
data of all Israeli citizens. This move is part of the new generation of ID cards
which are going to include a smart card and biometric data that is bound to
this smart card. As part of the smart ID card initiative in Israel, the biometric
database has been promoted as a solution to a real problem: people who fraud-
ulently hold several ID cards. This problem has several causes related to the
(mis-)management of the Israeli ID registry. For example, people who perma-
nently leave Israel may give/sell their IDs to other entities, or deceased people’s
ID cards may not be revoked and may continue to be used by other people
(this apparently is done quite often, mostly by relatives of the deceased). This
fraudulent behavior has both economic effects (as the social security for these
“persons” is still collected), as well as social/political effects (as these “persons”
can continue voting in elections). We note that due to the low security of the
current ID cards (which are composed mostly of a laminated page containing a
few lines of information about the holder and a picture), it is easy to “fix” the
photo embedded in the card. !

Without going into the philosophical debate over whether these causes are
sufficient to justify the creation of a biometric database for the entire population,
we aim to offer a construction which allows the identification of people with
multiple ID cards, without revealing any information about honest citizens.

Our setting We have a large number of people (citizens), each of whom will
visit an acquisition station. The acquisition station determines what data must
be stored for the person (e.g. by measuring his biometric info, and noting the
issued id number). Now, we would like to store this data in such a way that we
can check for duplicate values; in particular here we want to check whether any
biometric appears with two different ID numbers.?

However, storing the biometric data directly in a database seems undesirable.
This would potentially allow misuse by administrators of the database (who
would need to have access to this sensitive biometric data in order to perform
the desired queries). Moreover, if the database was ever compromised, all of
this sensitive data might be leaked. ence, given the sensitivity of biometric data,

1 We note that other countries in the world suffer from similar ID misuse. In South
Africa, it is very common for identity thieves to bribe the issuing clerks, and to
obtain a “legitimate” identification generated by the officials.

2 We note that the biometric data stored on the card need not contain the same set
of measurements as those used to generate the database. Thus, while we require a
small amount of robustly measured data for index our database entries, the card
may store a much wider range of biometric data.



assuming that a trusted party will manage the database, is not an ideal solution.
However, we must make some trust assumptions in order to obtain the required
functionality. We choose to assume only that there is some set of parties where
it is safe to assume that at least a few of them are honest. We refer to these
parties as “blinding entities”, for reasons which we will explain shortly. In our
application candidate blinding entities include NGOs, political parties, and even
supreme court judges (or retired ones).

Once we assume the existence of these “blinding entities”, the problem be-
comes theoretically very easy. We can simply use techniques from Secure Multi-
Party Computation (MPC) [GMW87,Ya086] so that each party stores a share
of the entire database, and then, when each person’s data is inserted, they can
perform an interactive protocol to update their shares of the database and check
for any duplicates. However, as general MPC protocols are inefficient for even
moderately complex computations, processing the entire database of millions of
citizens again and again is completely impractical. Moreover, the leakage of a suf-
ficient number of shares, would allow the reconstruction of the entire database,
thus revealing all the biometric data that was hidden in it.

Here, we consider a somewhat different approach. We will construct a solution
which does not rely on the secrecy of the database. Instead, we will require that
before the data is stored, it is processed by the “blinding entities” in such a way
that the resulting values 1) protects the participants’ privacy, and 2) allows the
identification of duplicate values without any secret knowledge. Thus, only this
one-time processing of each entry needs to be done securely, and no special trust
is required to store the database or search for collisions.

Additional Requirements We consider a number of additional requirements that
would be beneficial in the biometric database scenario. These include functional-
ity requirements, such as the ability to re-issue lost cards, to look up the identity
of a citizen given their biometrics (but only with permission from the person or
appropriate authorities), or to include some additional data which will only be
revealed in case potential fraud is detected. They also include practicality restric-
tions, like the requirement that the process work online so that new citizens can
constantly be added, the ability to store the data in a distributed database, and
the limitation that the secure computation performed by the acquisition station
be kept as minimal as possible so that the implementation can be independently
verified. Details on all these are in the following section. We wish to satisfy all
of these requirements and provide an efficient, practical, and private solution.

Our solution. Our solution combines several ideas from secure multi-party com-
putation and electronic cash, and as mentioned earlier, assumes the existence of
a set of blinding entities. These blinding entities are entities which do not collude
and that have limited power in the suggested protocols.

It is important to note that our solution offers a level of privacy such that
even if the entire database is given to the adversary together with the biometric
of a specific individual, the adversary cannot determine whether that individual
has been included in the database (without the consent of a threshold of the



blinding entities). This ensures that some delicate queries to the database are
not only controlled by legal means, but also by technological means and shared
trust, which reduces the possibility of misuse.

Is a biometric database necessary? In this paper we do not address the funda-
mental question of whether such a database should exist, or what the associated
security risks would be (especially given Israel’s geopolitical situation). The tran-
sition to a smart ID card (“Teo’dat Zehut Chachama” in Hebrew) seems to be
in the consensus (as Israeli ID cards can be easily forged). At the same time,
the current Israeli legislation mandates that as part of this initiative, a biomet-
ric database, which involves sampling the biometric data of all citizens, is to
be created and controlled by the government. It is not surprising that such a
requirement has been met with objections and has raised a lot of opposition.
Our goal here is to offer a solution that is practical, secure, and most impor-
tantly, privacy-preserving. In other words, we design a construction which can
address legitimate objectives of the initiative (e.g., the identification of individ-
uals in the possession of multiple ID cards) without revealing any information
concerning the individual, even in the case where the entire database is leaked.

Related work. The problem of detecting duplication in data sets has been studied
in many contexts. One can even treat the Lempel-Ziv compression algorithm as
one such algorithm. At the same time, the problem of detecting duplication,
where the data is held by an entity which is not trusted to protect the privacy
of the data is more restricted and requires the use of special tools.

For example, the problem of search over encrypted data, falls into this cat-
egory (e.g., [BCOPO04]). However, thse protocols require either a trusted batch
preprocessing step or linear search time to verify that a given item is not included
in the database. (In our case this would translate into quadratic time as we need
to verify that each individual has not already been added to the database.)

A different approach would be a direct application of secure multi-party com-
putation, where all citizens submit their data in a secure and private manner to
a protocol that outputs the colliding IDs (if any exist). This approach is com-
pletely impractical, as it would require all citizens to simultaneously be online
and participate in a protocol (or at least contribute inputs before the protocol
could be run). Furthermore, there would be no way to verify that the citizens
provide valid inputs, and the citizens might have motives to manipulate the data
they provide.

A slightly similar problem was studied recently in [ARFT10], where the prob-
lem of collecting data from different machines in a private manner was studied.
The solution proposed in [ARF110] is based on collecting all of the data using
proxies which blinds and shuffle the data before passing it to the server After
this aggregation, the server can then look for patterns in the resulting data (and
depending on the settings, contact the proxy again in order to recover private
information embedded into the entries). This type of privacy preserving data
aggregation can solve the problem at hand, but at the same time, the proposed



solution of [ARFT10] is not optimal for our scenario. Most notably, the pri-
vacy guarantees of their solution require that the proxy process entries in large
batches. In our setting we expect to be constantly adding more biometrics to our
database (initially as citizens are processed, and later as more citizens are born
or immigrate). However, this may not occur at a sufficient rate for this batching
to provide any reasonable privacy guarantees. Thus our privacy concerns dictate
a slightly different approach.

Moreover, the protocol of [ARFT10] requires the user to perform complex
cryptographic operations. We cannot assume that all citizens have the ability
to perform these operations, or (as mentioned above) trust them to provide
the correct inputs. Thus, in our setting the citizen will be represented by the
measurement device. As it is crucial that this device be trusted, we aim to
minimize the work it must perform, so that these operations can be implemented
in verified hardware.

Finally, we note that one can easily transform our solution to an efficient pri-
vacy preserving data aggregation with conditional release, for the functionality
of threshold larger than 2. It is also possible to generalize our scheme to higher
thresholds.

Organization. The remainder of this paper is organized as follows: Section 2
goes over the problem description in more detail, and describes the required
properties and how they address the objectives of the database. In Section 3 we
describe our proposed solution, and finish up with a discussion of a few caveats
(in Section 3.8). Finally, this paper is summarized in Section 4.

2 Our problem

We now describe our problem in a bit more detail.

2.1 Describing the setting

The data. We assume that each person’s data is composed of three parts:

Indexing data This is the data that will be used to sort the entries - we expect
this data to be consistent across different measurements of the same person.>
We also assume that most people’s indexing data will be unique, and that
this data is very private. In our application, this corresponds to the citizens’
biometric data.

Associated data For honest people, we expect that all readings will also pro-
vide the same associated data. Our goal is to find cases where this does not
happen, i.e. where the same index data appears with different associated
data. In some settings this data may be private as well. In our application,
this corresponds to the ID number of each citizen.

3 For discussion of this issue, see Section 3.8.



Payload data This is the data that will be revealed in the case of duplicate en-
tries. In our application, this should be whatever information is necessary to
investigate potential fraud. This could include contact information, or more
detailed biometric information, or simply the ID number. Some portion of
this information could also be encrypted using a traditional public key en-
cryption scheme so that it could only be read by the appropriate authorities.
However, we will guarantee that even these authorities will have access to
this information only in the case of duplicate entries.

The entities. We consider a scenario involving the following entities:

People to be sampled. These are the parties from whom we wish to collect
data. We assume that there are many of them, potentially millions. In our
application, this would include all Israeli citizens.

Measurement devices. Each person will visit an acquisition station to have
her or his data collected. The measurement device will collect the data (e.g.
read the biometric), and then communicate with the blinding entities as
necessary. For the most part, we assume these devices are trusted not to
reveal people’s data (see below). We also require that these devices keep no
state between different readings.

Blinding entities. The blinding entities will be responsible for cooperating
with the measurement device to process the data before it is stored in the
database. They will each store some secret key to be used in this process.
We assume that at least one (or more generally, some threshold) of these
entities are honest.

Database. The blinded entries resulting from this process will be stored in the
database. Our solution is such that for our privacy guarantees we do not
need to assume that the database is stored securely.

Fraud detector. Any party with access to the database should be able to check
for duplicate entries, and, if any are found, to return the corresponding
payload data.

The protocols. Our solution will consist of the following protocols:

BlindEntry. This is a protocol performed between the measurement device and
the blinding entities. The measurement device has as input a single person’s
data, and each blinding entity has as input his own secret key. The output of
this protocol is a blinded entry to be stored in the database. In our scenario,
this protocol is run each time a citizen visits an acquisition station.

CollisionQuery. This protocols can be run by any party with access to the database,
acting as fraud detector — it requires no secret information. It will produce
a list of all the payloads corresponding to pairs of entries where the same
indexing data appears with different associated data. (In our application this
is used to identify when a specific person is issued more than one ID card.
In this case we should be able to find the ID numbers of all cards issued
to that person and the associated contact information, but no information
about honest citizens should be revealed.)



BESetup. This is the protocol that the blinding entities run to set up their secret
keys. This protocol is normally run only once, before any data is sampled.

We also consider two additional protocols that might be useful in our application

ReverseLookup. This is a protocol performed between the blinding entities, pre-
sumably only with the permission of the appropriate authorities, which al-
lows them to look up a person given their indexing data and to retrieve the
associated payload data. Each blinding entity has as input his own secret
key and a given indexing data value that was supplied in the court order and
not obtained from the measurement station. The output is a pseudo-entry
that allows locating the associated payload data. If we consider our appli-
cation this corresponds to a query where given a biometric measurement,
we want to identify the corresponding person; this might be used to identify
an Alzheimer patient, an unconscious person, or a corpse who cannot be
identified in any other manner.

VerifyEntry. This is a protocol performed between the measurement device and
the blinding entities. The measurement device has as input a single person’s
index data and associated data, and each blinding entity has as input his own
secret key and access to the database. The output of this protocol is a bit
representing whether this index data and associated data have already been
stored in the database. In our application, this corresponds to the scenario
where a person who lost his ID wants to obtain a new ID card. In this case
we only need to verify that this person has correctly provided the original
ID number corresponding to his biometric.

2.2 Properties of our system

Here we describe the properties that we require from the above system.

First, we require some basic correctness properties. Informally, we require
that if a majority of the blinding entities follow the protocol, and if the mea-
surement device performs honestly, then the following is true: the BlindEntry
procedure will always produce entries such that 1) CollisionQuery finds the pay-
loads corresponding to all pairs of entries where one index data value appears
with two different associated data values; 2)ReverseLookup finds the payload
corresponding to the provided index data (if it exists in the database); and 3)
VerifyEntry returns true for any index data and associated data pair that has in
fact already been stored.

We also have some efficiency requirements.

— The computation performed by the measurement device during BlindEntry
and VerifyEntry should be minimal. This is because we assume that the mea-
surement device will be independently verified. The measurement device
must be trusted not to leak people’s data, and at the same time, it may run
in a somewhat untrusted environment. Thus, verification is essential, and in
order to make verification and hardware implementation more pracical, we
must keep the device’s computation as simple as possible. 4

4 See section 3.8 for more discussion.



— The protocol BlindEntry must be fairly efficient, as it will be run for all people
to be sampled.

— The protocols CollisionQuery, ReverseLookup, and VerifyEntry must make lim-
ited use of the database - essentially they should be restricted to a small
number of lookup operations. (This is important as we expect the database
to be quite large.)

At the same time, we wish to offer full privacy to the people in the database.
We require the following privacy properties.

— If some subset (less than a given threshold) of the blinding entities are cor-
rupt and given access to the database, the stored data should reveal no
information about people’s data (i.e., citizens’ biometrics or ID numbers).
Furthermore, given access to some of a person’s data, (e.g., a person’s bio-
metric and/or ID number) and to the stored data there should be no way for
this subset of entities to determine whether that person has been included
in the database (unless there is a collision, and this information is revealed
by the payload data).

— If some subset (less than a given thresholds) of the blinding entities are
corrupt and given access to the database, and if at some point some of the
measurement devices are corrupted, it is unavoidable that they will learn the
data from people who are measured at that device after that point, and that
they will be able to test whether various index data values and/or associated
data values have been stored in the database and learn the corresponding
payload data if so (by “injecting” the same data used in ReverseLookup).
However, they should not be able to learn anything else, and the number of
queries they can make should be limited by the number of times the honest
parties execute the protocol.

— To the extent possible, we would like to guarantee some security even if all
the blinding entities’ keys are compromised and the database is revealed. In
this case we will not be able to prevent the attacker from testing whether
certain biometrics are contained in the database. However, we would like to
make it difficult for the attacker to use the database to extract biometrics
that he does not already know. Essentially, we want to guarantee that testing
is the only thing the attacker can do.

— It should be impossible to forge electronic evidence of fraudulent behavior
(i.e., the state cannot forge a second entry for an honest person) without
cooperation of a threshold of the blinding entities.

Variations We can also consider simpler variations, where the associated data
need not be hidden, or where there is no payload data. Constructions for these
cases can be derived via straightforward simplifications of the protocols presented
in the following sections - we postpone this to the full version.

2.3 Why this model is appropriate for our application

We need a solution which is practical, and which will scale to millions of citi-
zens, and yet which protects the citizens’ privacy. The fact that we can store



the blinded entries in a standard database, and find fraudulent entries without
involving the blinding entities or any complex cryptographic protocol makes this
solution much more scalable. At the same time, the introduction of the blinding
entities allows us to distribute the trust involved. And, while the state holds
the database, the entries obtained from the acquisition protocol are completely
blinded, so even if this information is leaked there will be no breach of privacy.
5

Another advantage of our proposal is the ability to identify the cheating
entities in a convincing manner. First of all, once a fraud exists, the blinding
entities cannot hide it (in other words, to identify the fraud, no cooperation
from the blinding entities is needed). Moreover, unless the secrets of the blinding
entities are revealed, the state cannot forge fraudulent entries.

Finally, we note that any query concerning whether a person is in the database
or to find his (or her) ID requires the cooperation of a threshold of the blinding
entities. This is extremely important in two cases: The first is preventing abuse
(as any inverse information query must be authorized by the court, and done
with the participation of the blinding entities). The second is the case where the
regime change, at which point the blinding entities can destroy the secrets, thus
preventing the abuse of the database by a corrupted regime.

We note that one practical issue to address is how to ensure that the data
provided by the acquisition station is correct. Having a single acquisition station
is impractical. Hence, we propose to have many stations all running verified
hardware. All blinding entities will use point-to-point communication lines to
communicate with each acquisition station. We note that ideally a representative
of each blinding entity should always be present to verify that the acquisition is
done properly.

3 The Proposed Solution

Here we present the details of our construction, which makes use of various
cryptographic tools including pseudo-random functions (PRFs), secret sharing,
and secure multi-party computation (MPC). (For an explanation of these tools,
see appendix A.) We will first describe the solution in terms of these building
blocks, and then discuss advantages of various specific instantiations. We also
discuss some challenges and caveats in Section 3.8.

3.1 Blinding Entities

Our proposed solution relies on the existence of several blinding entities. These
entities are used as a way to distribute the trust required to compute a database

® We note that as all entries are blinded, in theory (as long as the secrets of the blinding
entities are not revealed), one could publish the entire database online. Of course,
this should not be done, but even if such a leak occurs, it would not compromise
the citizens’ privacy, as without these secrets all entries are indistinguishable from
random strings.



entry from each biometric sample. In other words, only if a threshold of these
entities agree to perform the biometric acquisition (or identification) of a person
does this acquisition (identification) take place.

Our system will be based on four secret values s,r,t,z. These values will
not be known to anyone. Instead, we will use secret sharing, and each of the ¢
blinding entities BE1, BEs, ... BE; will hold a share of each of the four secrets.
(We call entitiy BE,;’s shares s;,7;,t;, z; respectively). We note that these four
secret shares together comprise the secret key of the blinding entity. They are
to be kept in a secure hardware, in an encrypted manner (preventing the access
to the secret without the knowledge and consent of the blinding entity). ©

The secrets can be generated in a shared manner among the blinding entities
using a fairly standard secure multi-party computation (this defines BESetup).
Moreover, in case of change in the entities themselves, one can run secure multi-
party protocol for reconstructing the original secret and redistributing it to the
new entities. We note that as these events are supposed to be rare, one could
use the generic secure multi-party protocols, which may be slow, but are proven
to be secure.

We note that one can define the number of entities and the threshold of
honest non-colluding entities, as one sees fit. Of course, the more resilient the
parameters, the expected running time of the protocols is expected to become
slower, so there is a tradeoff to consider. We defer more discussion to the full
version.

3.2 The Acquisition Process

We assume that we can sample each person’s biometric data in such a way that
there exists some (possibly short) string B that can be consistently extracted.
This information can differ from the one stored on the card, as its only purpose
is to allow fraud detection. For more discussion on how the sampling can be
done, see Section 3.7.

When a person comes to obtain an identity card for the first time, his (or her)
biometric data is measured and stored in the ID card (which may be different
than the biometric data that goes to the database). At this point, the following
process (referred to as BlindEntry) is invoked to add the person to the database:

First B, the biometric data, is sampled and temporarily held in a secure
hardware device (which will erase it at the end of the acquisition protocol), and
then the following protocol is invoked:

— Let s,7,t, z be the secrets reconstructed from the shares s;,7;,t;, z;. Using a
secure multi-party computation, the following entry is computed:

fs(B)a fT(B) : ft(B)fZ(id)a fz(ld)a EfT(B) (’Ld)a O15-.-,0¢
6 Moreover, depending on the exact adversarial model, it may be beneficial to store

these secrets using a steganographic file system [ANS98,MK99] (to further protect
against adversaries who obtain the actual storage device).

10



where id is the person’s ID number, Ej(-) is the symmetric-key encryption
under the key k, f,(y) is a pseudorandom function whose image is Z, (we
discuss its properties and implementation in Section 3.6), for a large prime p
(such that the length of p is larger than 128 bits), and o; is a signature from
blinding entity 7 on the rest of the entry. (Here we assume the payload data
is simply the citizen’s ID number, but one could easily change this to use
any other relevant information.) We note that h(5) can be computed by the
acquisition station, and used instead of B to provide some form of security
even if all of the blinding authorities’ keys are revealed.

— All the blinding entities as well as the state’s entity verify all the signatures,
and if the verification succeeds, the entry is added to the database.

Privacy guarantees It is easy to see that given a person and his (or her) ID
number, one cannot verify whether a specific entry of the database corresponds
to him (or her), without the consent (and participation) of the blinding entities.
The computation of any of the f;(B) requires a threshold of the blinding entities,
and without their cooperation, the entry will be indistinguishable from three
random values and a ciphertext under an unknown random key.

Moreover, given secure hardware for the sampling, and the execution of the
secure multi-party computation, then the biometric data, B, never leaves the
acquisition system, and thus even a malicious blinding entity cannot obtain this
information.

3.3 Fraud Detection

Here we describe the approach for CollisionQuery. When the same person is added
to the database with two different id’s but the same biometric information B,
there will be a collision in the first field. The other three fields are

fr(B) - fo(B)=UD f.(id), Ey, ) (id)

and .
Fr(B) - fu(B)=0D) f.(id'), By, () (id')

for the two ID numbers id and id’ that the person “possesses”.

Given the fact that f.(id) and f,(id') are both known (from the second field
in each entry), we can compute

(fr(zs) : ft(B)fz<id>) e (fT(B) : ft(B)fzud’))f ()
over the field Z,, from which it is possible to retrieve f(B), which can be used
to deduce the respective ID numbers from the fourth field. We emphasize that
this can done by anyone with access to the database - it does not require any
involvement from the blinding authorities.

We note that there are cases where different sampling of the same person
results in different biometric measurements, B and B’. While these are to be

11



avoided as much as possible, we note that as long as there is a very high prob-
ability that the same person would suggest the same biometric data (i.e., the
consistency of extracting B from the person is high enough), then most of the
fraud attempts will be caught. Even a 95% success rate in identifying the second
acquisition should be sufficiently high to scare away fraud attempts (given a
severe enough legal sanction).

3.4 Lost ID Cards

Once an ID card is lost, the person holding it has to provide his ID number
and request a new ID card. This is done by performing the acquisition process
a second time. Of course, the person has to announce that this is the case, as
otherwise a collision will be detected and the person may be accused of fraud.
Here we use the VerifyEntry protocol.

We note that if the person gave the right ID number, then the entire entry
related to him should be duplicated (up to the signatures), so the acquisition
station will verify that the entry has already been recorded (up to the signatures)
and then issue a new card with the same ID.

As stated before, if the person gives a different ID number, a fraud will be
detected, and it would be possible to further investigate the event.

3.5 Inverse Retrieval Queries

In the cases where the identity of a person needs to be extracted from the biomet-
ric data B, given a court order, the blinding entities would run the ReverseLookup
protocol. Essentially this can be implemented by having the blinding entities run
the acquisition protocol with a bogus id number (for example, the all zeros, or
an ID number that does not conform to the 9-digit standard). At this point, the
state can perform a collision search query, and find the colliding IDs — the real
ID number and the bogus one.

It is easy to see that this protocol succeeds in identifying the person, and
that it cannot be executed without the consent of the required threshold of
blinding entities. Thus, this delicate query is unlikely to be misused (under the
assumption that the blinding entities are to be trusted).

3.6 Instantiating the cryptographic tools

Here we focus on identifying the pseudo-random function f,(x) — this choice will
then determine which MPC and secret sharing protocols we use.

The proposed scheme uses a pseudo-random function f,(x). Our require-
ments are that given f,(z) (or even several of these) it would be impossible to
learn anything about either x nor y, even given x, which follows directly from the
pseudo-randomness property, and thus will hold for any PRF. Ideally, we would
like this to hold even when y is revealed, to guarantee some security even when
the blinding authorities are compromised. In this case, we cannot prevent the

12



authorities from testing various z’s against f,(z), but we would like to ensure
that if it is hard for the adversary to guess x, then it will be hard to extract x

given fy(z).

Approach 1: the random oracle model. Tt is easy to see that if f,(z) is imple-
mented using a random oracle O, the definition of f,(z) £ O(x,y) guarantees
the above security requirements.” While random oracles may be used in proofs,
they are not instantiable in practice, and one has to resort to hash functions.
Hence, we can define f,(x) £ h(x,y) for some good hash function h(-). As long
as the hash function is preimage resistant and secure against partial message
recovery, then so does our proposed scheme.

While this allows for a secure implementations, we feel that the current state
of the art in hash functions, both in the practical sense, and the theoretical
foundations, may put this option at a disadvantage. This is mainly due to the
introduction of new cryptanalysis techniques, as well as the debate concerning
the exact security definitions for hash functions.

Approach 2: AES + Davies-Meyer Another option is to use a compression func-
tion which is based on a block cipher in a Davies-Meyer mode. For example,
one could use fy(x) = AES;(y) @ y. While not provably secure (in the con-
text of partial recovery attacks), Davies-Meyer is considered a good heuristic,
which ensures that as long as AES is a secure block cipher, then f,(x) is pseudo-
random. Furthermore, Davies-Meyer is considered a good heuristic to achieve
optimal security even when the key y has been revealed. We note that there is
some discrepancy between the formal definitions of what we are after and the
security of a Davies-Meyer compression function which relies on AES as an ideal
pseudo-random permutation. At the same time, any attack on this compression
function is expected to break at least one of AES’ security requirements, and
thus, this seems like a reasonable option for the implementor.®

We note that [DK09] gives an MPC protocol for computing AES. They show
a 4-party protocol with up to one malicious adversary takes 7 seconds to encrypt
one block using AES-128 (in a Python implementation). The time is given for
an instance where the key has already been shared, but includes the time to
distribute shares of the message. The communication overhead is roughly 140KB.

" We note that as the computed values are not randomized, in theory, an adversary
who obtains y can exhaustively search for the corresponding x for a given entry
(especially if x contains little entropy). This inherent problem prevails as long as the
entries do not contain randomness, which as we discuss later, seems to contradict
the ability to detect mis-use. Hence, we can only hope to force an adversary who
obtained y to exhaustively search the possible B before extracting x from a given
record.

8 We note that while several attacks on the full AES-192 and AES-256 may contradict
these security reasoning, and actually offer some results in the security of AES-256
used in a Davies-Meyer mode in [BK09,BKNO09] one can easily solve these issues by
adding more rounds to AES.
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Hence, our multi-party computation can be done relatively efficiently based on
this Damgard-Keller multi-party computation.’

Approach 8: Number theoretic constructions Finally we note that some num-
ber theoretic constructions of pseudo-random functions (e.g. [Nie02,DY05]) may
allow for more efficient multi-party computation. We chose here to focus on
symmetric key constructions because they allow us, at least heuristically, to
guarantee some security in the case where all of the blinding authorities’ keys
are compromised.

3.7 Possible Honest Collisions in the Biometric Data

Our proposed solution uses a few sampling stations. Hence, we can assume that
these stations can extract sufficient entropy from B in a consistent manner. While
it is highly unlikely that the full biometric data collides, there is a chance that
the extracted part, B, collides for two different persons.!® In these cases, the
CollisionQuery operation will identify these two individuals as a fraud attempt.
Hence, we devise a method to resolve this issue.

The base of our proposal to deal with these collisions, which we refer to as
“honest” collisions, is to introduce a second sampling method (hereandafter re-
ferred to as “procedure 2”). The new method may use the same sampling equip-
ment with different parameters in extracting B, or using a completely different
equipment.

Given that a “honest” collision will trigger an investigation, calling the two
persons to interrogation, it will be able to identify this collision as honest. Once
the investigation concludes that the collision has occurred in the biometric data
sampled from two different persons, we suggest to invoke the following procedure:

— Given the collision in f,(B), both entries are removed and replaced with the
entry < f5(B), “collision” >. Note that this entry does not contain the IDs
of the involved entities.

¥ The acquisition station will first distribute shares of B and id to all blinding author-
ities. The AES multi-party computation will then be run twice to compute fs(B)
and f;(id). It will then be run twice more to compute f:(B) and f(B), but this
time instead of immediately combining their shares to reconstruct these values, the
authorities will use these shares to compute f,(B) - f:(B)'*(¥ and (running the AES
multi-party computation one more time) Ey, g)(id).

This protocol should take less than a minute (for 4 blinding authorities where
at most one is assumed to be dishonest), which is well within reasonable limits
given that we need to do this only once during the biometric acquisition and ID
card generation process. (We note that this would also work for the random oracle
approach mentioned above.)

10 We note that the number of Israeli citizens is less than 8,000,000, hence, 46 bits of

entropy in B should be sufficient to offer a sparse enough distribution of biometric
samples.
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— Both persons will be processed again, this time using a different biometric
sampling method (producing different biometric samples B’), with the new
respective eateries will be inserted into the database.

We note that “colliding” people, will just need to remember that their biometrics
are to be measured using “procedure 2”7, a fact that will be embedded into their
ID cards.

When such a person loses his identity card he has to announce the fact that
procedure 2 is to be used, thus allowing for an identification as in the other
cases. (If he does not, the entry < f4(B), “collision” > will be found, which will
remind him or her to use “procedure 2”).

If at some point this person tries to obtain a second ID card, his biometric
will first be sampled with the standard procedure, and the insertion into the
database will cause a collision with the < f5(B), “collision” > entry, and this
will be identified as potential fraud and further investigated.

3.8 Some Caveats

The main disadvantage we could identify with respect to our solution is the fact
that it relies on untampered and secure hardware. However, we note that the
only hardware that has to be agreed as secure is the hardware that does the real
sampling of the biometric data. The rest of the computing devices can be built
by each blinding entity on its own. Of course, it would be wise if they verify
and secure the hardware to the maximum, but given that the secure multi-party
protocol can handle a small number of “problematic” devices, this seems to be
of a lesser effect.

As we discuss below, we assume that the hardware in use is trusted to perform
the required operations (this is to be verified using publicly verified design,
as recommended for voting machines). Of course, one can never be 100% sure
that this is the case, but given the “common” approaches promoted by the e-
voting community, we could reach good enough coverage, especially given the fact
that secure multi-party computation can sustain some threshold of illegitimate
behavior. Moreover, this seems be an inherent problem of any possible solution,
which must rely on the correct operation of the hardware.

We note that our solution assumes the ability to extract biometric informa-
tion in a somewhat reliable fashion. This can be achieved by using high quality
sampling equipment in the acquisition stations. As the number of acquisition
stations is relatively small, we can safely assume that increasing the accuracy of
the scans by purchasing better equipment is acceptable.

While most of the biometric sampling algorithms assume the existence of
some helper string to allow correcting distorted samples, e.g., in [DORS08], it is
not clear how we could use such helper strings in our setting. (A straightforward
application would need to store a different helper string for each person, and it
is not clear how this could be done without yet another privacy-compromising
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database.)!! However, using a combination of distortion correction algorithms
such as [CCHW97,CTYZ06], one can easily exploit the 140 entropy bits!'? in iris
scans and 58 bits of entropy in face recognition (along the biometric information
of the fingerprint) to allow a resilient sample of enough entropy. Furthermore,
as we can tolerate some number of honest collisions, we also have the option of
beginning with very basic information (for example unique information that can
be derived from fingerprints), and then using iris/face scans only in the case of
a collision.

4 Summary and Conclusions

In this paper we have suggested a construction for a privacy-preserving biomet-
ric database. This database can be implemented such that even if the entire
contents is leaked, it reveals no biometric information, and does not even allow
for membership tests (i.e., whether a given person is in the database or not).
Such a solution may be deployed in many countries, e.g., Israel were the issue
was first raised or South Africa, where there is a lot of identity thefts.

The trust assumptions in our suggestion are relatively small, or almost as
minimal as possible. Specifically, one needs to trust that the blinding entities do
not collude and that the hardware is trustworthy (which will be an issue with
any solution).
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A Cryptographic Tools

We use the following cryptographic primitives!? in our solution:

Pseudo-random function (PRF): A keyed function F is said to be a PRF
if, for a random secret key s, F is indistinguishable from a random function.
Le. even if F§ is evaluated on many arbitrary inputs x, the results will appear
to be independent random values. PRFs are widely used in cryptography,
e.g., as message authentication codes.

Secret sharing: A secret sharing scheme [Sha79] is a scheme for distributing
secrets to a set of entities such that any authorized subset can reconstruct
it, while any other subset, does not obtain a single bit of information about
the secret. Shamir’s secret sharing scheme [Sha79], defines a threshold ¢ of
parties out of the n different parties. After sharing the secret, any t out
of n of these parties can combine their shares to reconstruct the secret. At
the same time, any set of less than t parties will not be able to learn any
information about the secret.

Secure multi-party computation (MPC): Secure multi-party computation

[GMW87,Ya086] allows several mutually distrusting parties to jointly per-
form some computation in a secure manner. In particular, it guarantees that
no matter how the other parties behave, each honest player’s input remains
secret (all parties only learn the final output of the function), and that if the
honest party obtains a result, he can be certain that this result is correct.
We will consider protocols which are secure even when a certain fraction of
the parties are arbitrarily malicious.
Recent years have seen significant progress in making multi-party computa-
tion practical. Simple arithmetic and boolean operations can be performed
extremely efficiently [MNPS04,DNWO09]. In some cases more complex opera-
tions can also be performed — a recent result by Damgard and Keller [DK09]
gives a reasonably practical 14 multi-party protocol for AES, in which each
party’s input includes a share of the message and a share of the key, and
each party receives a share of the result.

Universal Composability (UC): Secure multi-party computations are often
run in environments where more than one concurrent execution happens. As
some secure multi-party computation protocols may break in these settings,
the framework of universal composability was suggested in [Can01] to de-
velop protocols that can be run in as many executions as needed. Hence, a

13 See [Gol01] for more formal definitions.

14 A 4-party protocol with one malicious adversary takes 7 seconds to encrypt 1 block
when implemented using the script language Python. (This assumes that the key
has already been shared, but includes the time to distribute shares of the message.)
The communication overhead is roughly 140KB.
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protocol which is universal composable, can be run in as many instances in
parallel as needed, without losing any security.

B Alternatives

We briefly discuss other concepts for alternate solutions, and why we believe
that they do not fit.

— Secret sharing the entire database and keeping a share at each government
branch or blinding entity. This will not provide much security if we must
reconstruct the database in order to perform each query — once the database
is reconstructed, the knowledge of the full database may leak (and might not
be “forgotten”). Alternatively, one could use multi-party computation each
time to compute a query on the secret-shared database, however this would
be extremely inefficient, as the protocol would have to act over the entire
database to ensure privacy.

— Using only government branches in place of blinding entities — in this case,
the trust model assumes that the different branches of the government do
not collude. Of course, in the case of a regime change, this assumption may
no longer be valid. Moreover, it seems that in this case, it may be easier to
access the database without any accountability or tractability.

— Using one central database but storing only a digest of the biometric data
— this allows anyone with access to the database to query whether a person
is in the database or not (preventing Israelis from denying their citizenship).

— Storing < fs(B),id > in the database, where fs is computed by blinding
entities — This solution clearly reveals the ID numbers, and allows the gov-
ernment to forge new entries.

— Storing < f5(B), fr(id) > in the database — this will not allow the state
to retrieve the IDs of fraudulent people (note that f.(-) is not necessarily
invertible).

— Storing < f5(B), E,(id) > in the database — the identification of the fraudu-
lent people requires the involvement of the blinding entities (which increases
the trust and required from them, and the computational costs involved).

— Adding randomness to each entry — while such addition may allow perfect
forward secrecy (in the sense that even after the secret keys of the blinding
entities are found, the adversary would need to exhaustively search a large
space of possible random values to extract biometric information fro the
entry), it seems to contradict the ability to efficiently identify frauds without
the help of the blinding entities.

— Using privacy preserving data aggregation [ARFT10] — while privacy pre-
serving data aggregation offers a solution to the problem at hand, it is not
designed to deal with entries which arrive at a very slow rate, thus not of-
fering the required privacy (as the proxies, which are the equivalent of the
blinding entities in our solution) cannot mix a sufficient amount of entries.
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